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Executive Summary 

The Internet of Things (IoT) is the concatenation of sensors with technologies in order to harmonize 
unconnected processes and create actionable insight that enables new and improved business 
processes that bring in data from multiple areas of a business. IoT is evolving businesses into nimble 
organizations by integrating operational technology (OT) with information technology (IT) to create 
new, more efficient and more effective business processes. 

This white paper focuses on how to successfully integrate operational entities in a way that reduces 
barriers to unconnected assets and data. Intended for CXOs or IT directors in charge of IoT 
transformations, it explains how to get started with your IoT program governance, focusing on four 
key areas for organizations to consider when outlining the necessary measures to successfully 
managing IoT solutions: governance strategies, business alignment teams, planning for resilience, 
and integrating a Center of Success (CoS). It includes information on what you should include in your 
own governance strategy, key team members, and integration of a CoE in order to capitalize on the 
benefits of IoT.  
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Introduction 

The Internet of Things (IoT) is changing the way businesses interact and operate, from reinventing 
products to creating new and improved business processes. Often these new models are 
transcending operational and informational boundaries as never before. With the introduction of 
this new data set we also need to implement safety measures to keep all areas aware of the 
information that is being derived. Most IoT projects fail because the business units don’t understand 
the meaning or sources of the data that is being used. 

IoT governance needs to be a subset of your existing IT governance model. Data governance also 
needs to be incorporated as part of your IoT strategy. All IoT data elements need to have data 
owners; these IoT data elements are typically determined in a data governance process. 

#1: The Key Elements to Include in Your IoT Governance 

In order to achieve a solid data governance strategy, we need to begin at the outset of the project 
and clearly outline the data life cycle. IoT projects can produce a great amount of data that needs to 
be monitored and maintained for appropriate use. The following areas and corresponding questions 
need to be addressed in order to provide oversight and proper governance of IoT for your 
organization and project planning. 

IoT Device Management 

In order to govern the complete life cycle of IoT, one must start at the data creation point—the 
sensor. Since a portion of the sensors involved in IoT solutions are powered by batteries, they 
require a battery maintenance and a management plan not unlike your car’s service manual that 
tells you when to replace a battery and other key service recommendations. It is also important to 
perform a risk classification of the devices based on data loss and access risk. In some cases, the risk 
could be disruptive to your business—or worse. 

IoT-Derived Data 

How often is data going to be derived from a connected asset? Data acquired every three seconds 
has a different meaning and a different impact on a sensor’s battery life compared to data that is 
acquired every three days. Is there other data that needs to be integrated in order to produce the 
data value? In some cases, a single sensor can’t provide the complete data that is required. Your 
solution may require data to be combined and correlated from multiple sensors or other 
information systems; if data is derived from an outside source, that data will also need to be 
monitored. Document where data will reside—at the edge, in the cloud, or at a core data center. 
Ultimately your big data strategy needs to incorporate data from each of your IoT devices. Data 
quality practices should include data consistency measures, completeness, timeliness and reliability. 
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In addition, the derived insight response time (DIRT) of your IoT project will drive other data 
governance measures that can include: 

Data upload policies: These need to address the following considerations: 
• How much of the data being derived from the sensor is relevant to your project? Definition of the 

intended sensing parameters will help maintain data validity. 
• Thorough investigation and forward thinking are essential to minimize rework. In some cases, 

other departments may be able to derive valuable insight from this new sensor data. The use cases 
need to be understood and documented early in the IoT project definition. 

Data collection security: Data security protocols needs to be established to ensure that the data 
received is valid. 

Data management at the edge: Certain data points can and should be analyzed at the edge in 
order to reduce cost, reduce network impacts, reduce storage costs, etc. 

Data monetization: In this case, monetization refers to the ability of an organization to create 
financial benefits from IoT data. In this section of your IoT governance strategy, you will need to 
define which data sets can be monetized and which are ineligible for monetization based on legal or 
security impacts. 

IoT Data Value and Application 

This section focuses on the value of the data that we are deriving from this asset. Why the data is 
being captured, what the intended use case is for the data, and how the data is linked to a duty that 
is going to be performed must be documented. In some cases, this duty is an internal business 
process or an external client service. 

Data value beneficiaries (DVBs): As part of your initial IoT project design and project planning, data 
value beneficiaries are often documented and communicated with in order to gather additional 
project requirements. DVBs are business units, individuals or processes that can benefit from newly 
created data derived from your IoT project. This data wasn’t available in the past, but as a result of 
your IoT project this data can now benefit other business units, individuals and processes. DVBs 
need to be included in initial requirements-gathering sessions. This is often started by brainstorming 
on how other departments or teams can utilize this new data set. IoT data gains value when it is 
repurposed among internal business units. Infrastructure designs may be impacted as these stories 
are developed, which is why they need to be reviewed in the initial requirements-gathering sessions. 

As an example, thermal imaging sensor data can be used to create Smart Spaces—automated, 
immersive experiences for a target set of users. IoT Smart Spaces are physical or digital 
environments in which humans and technology-enabled systems like video, analytics and AI interact 
in connected, intelligent ecosystems. In the example of thermal imaging, we are monetizing the data 
by reducing the resources needed to manually take temperatures. In this case, the DVB would be 
the facilities staff required to monitor the building ingress points. 

Data application policies: The value of new data often spreads to other areas of the organization 
without formal controls, leading to improper consumption of data for internal or external solutions. 
These policies need to be defined for new IoT data sets. 
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Figure 1: Internet of Things Data Planning 

#2: Business Alignment Teams for IoT 

IoT is the merger of information technology and operational technology. These two business groups 
are often separate support teams due to the nature of their duties within the organization. In some 
IoT projects, IT is not integrated into solution development until after it is implemented. This misstep 
is becoming less and less prevalent thanks to lessons learned by early IoT adopters. 

As you begin your IoT journey, it is important to create a governance strategy within your 
organization. Key members could include the following type of resources: 
• Operations lead 
• Chief medical information officer 
• Chief data officer 
• Chief transformation officer 
• Chief information officer 
• Product strategist 
• Legal representative 
• Plant manager 
• Safety and security 
• Facilities management 

As you begin to incorporate operational technology (OT) into your IT organization, it is often 
necessary to retool and/or hire IoT architects, developers and testers within your IT organization. 
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#3: Plan for Success, Reuse and Resilience 

As the market continues to evolve and mature, more and more IoT use cases are being developed. 
As business units seek to fill gaps in their overarching IoT strategy, point solutions are often chosen 
without the involvement of IT. While this solves the problem in the near term, it can create sensor 
management, data management and network management nightmares. To avoid issues related to 
your roll-out: 
• Research and reuse newly developed data streams in order to provide data value to benefit the 

business. These new DVBs will be able to cross-monetize the data exponentially. 
• Achieve intrinsic resilience through unified management tools at the core of your IoT solutions. 

Minimize one-offs and continue to build on and evolve the ecosystems you have in place today. 
• Create data monetization metrics in order to measure the cycle time and success of IoT 

transformations. Determine the financial impact and forecast the data monetization schedule; the 
metrics will shorten the pilot to production success rates, which are currently less than 50% 
according to industry analysts. 

Technology continues to evolve at a pace we never imagined. We are now changing the way we 
deliver care in the healthcare space, buying the majority of our products and goods online, and 
seeing more and more education move to virtual environments. IoT is often a catalyst for business 
transformation, and strategic plans that include relevancy and resiliency components will be 
foundational for success. 

#4: Successful Integration of Your Center of Success 

Cross-practice collaboration between leadership and support teams is essential in order to drive 
new revenue streams and create cost-avoidance scenarios. 
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Information Technology and Operational Technology include IoT liaisons for their respective 
practices. Business Alignment includes IoT CoE liaisons or IoT business analysts. Governance 
Teams include data, digital, security, legal and financial operations. 

IoT offers a unique benefit to businesses by creating new data streams from previously 
unconnected assets. As part of the development cycle for IoT projects, it has been proved extremely 
beneficial for organizations to review the new data stream and determine if there are other 
resources (DVBs) in their organization that can benefit from this new data. Consider the healthcare 
industry: as the Internet of Medical Things (IoMT) continues to grow and become more connected, 
we are seeing more and more people request access to new data. For example, nurses want to 
know where to find IoT-connected IV pumps, Operations wants to know how many of their IV pumps 
have recently been used and how many are offline, and Facilities wants to know how many need to 
be purchased, but want to ensure they are actually necessary. In this scenario, there are three 
different DVBs for the data derived from IoT-connected IV pumps. 

By integrating business units together as part of an IoT Center of Success, we discover additional use 
cases for this new data stream. The key to a successful IoT project is to understand and benefit (in 
terms of new revenue or cost-avoidance) from the new data stream. 

Examples of cost avoidance: Examples of new revenue streams: 
Reducing downtime by predicting failure Using new data to provide a service to clients 
Improving customer satisfaction by ensuring 
accurate product delivery 

Digitizing existing products to expand sales 
portfolio 

Improving safety by predicting failure Monetization of data 
Reducing cost by improving operational 
efficiency 

Enhancing experience 

Reducing labor by automating temperature 
detection 

Allowing groups of customers to gather safely 

Summary 

The rapid growth of IoT sensors and solutions is driving higher expectations of IT and supporting 
systems including networking, storage, analytics, sensors, application and compute. We must bridge 
the gap and create avenues for success with newly formed Centers of Success. The IT roles we have 
today will not be the IoT roles of tomorrow because we need to integrate operational technology 
with our current information technology. Business transformation is at the heart of resilient 
organizations, and you must measure your success with data monetization goals for your IoT 
initiatives. 

This is a transformation-rich era for technology; hopefully this paper will prepare you for the 
successful management of your IoT initiatives. If you are interested in Sirius’ IoT solutions, click here 
to learn more about solutions we offer to enable your success. 

  

https://www.siriuscom.com/solutions/iot/
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