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1

TRANSFORMATIVE  
CHANGE
Protect against threats and enhance cyber resilience.
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PROTECT YOUR ORGANIZATION  

WITH A SECURE, PROACTIVE AND RESILIENT 

APPROACH TO CYBER RISK MANAGEMENT

RESILIENT
Expect things to go wrong, and be ready to react to 
incidents. Learn from mistakes and “fail forward”, focusing 
on education and key takeaways. Establish the ability to 
quickly return to normal operations and minimize damage.

PROACTIVE
Continuously assess your security posture internally 
and throughout your supply chain. Utilize cyber threat 
intelligence to develop and maintain situational awareness.

SECURE
Optimize new and existing controls to protect against 
known and emerging threats to your business, and comply 
with evolving data protection and data privacy regulations.

Get actionable security advice from  
industry experts:

•   Mature your organization’s security posture and 
anticipate threats

•   Secure interactions between users, applications and 
data across complex environments

•   Stay ahead of the evolving regulatory landscape

•  Identify and protect “crown jewel” data

•   Measure the effectiveness of your cybersecurity efforts

•   Strengthen security throughout your supply chain

•   Gain insights from security experts with organizations 
including Digital Guardian, FireEye, ForeScout  
and Prevalent

Cybersecurity has become  
a dynamic, everyday concern.  
It is no longer a matter of if, or 
even when your organization’s 
sensitive data will be stolen.  
The question now is, how  
often is it happening?

Transformative Change
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In today’s threat landscape, cybersecurity 

is essential to organizational survival and 

profitability. Enterprises in all industries 

need to maximize their capabilities to 

withstand material threats to the business.

Enterprise security transformation is not just about expanding 
capabilities to ensure the continued confidentiality, integrity 
and availability of information assets; it’s about adapting to  
the new realities of cybersecurity and making better use of  
the defenses that are already in place.

With a comprehensive approach that shifts cybersecurity 
programs towards a risk management focus — and 
incorporates proactive data protection, threat and vulnerability 
management, data center and cloud security, security program 
governance, identity and access management and application 
security — organizations can create new opportunities, build 
value, and align their security program with their risk profile.

People Rely on What They’ve Always Done 

Many organizations rely on defenses that are out of date. It’s tempting — especially if you didn’t 
suffer a major incident — to keep the same defenses year after year. But are they aligned with the 
current threats that organizations like yours are up against?

Questions to Consider 

 Do you know where your sensitive data is?

 Have you identified all attack surfaces?

 Do you have the right tools and techniques 
to react and respond to a targeted attack?

 Do you have a clear understanding of who 
your adversaries are, and what they’re after?

 Do you understand the potential impact of 
a successful attack on your business?

 Do you continuously assess your security 
posture across all environments — including 
your supply chain?

 Trends Driving Transformation

 It is hard to keep pace with increasing data 
protection and privacy regulations, and 
internal audit demands.

 New technology deployment — including 
cloud, mobile and IoT — has increased 
the attack surface and the complexity of 
security operations. 

 “Crown jewel” data needs to be identified 
and protected no matter where it is stored, 
used or transmitted.

 The velocity and variation of cyber attacks 
makes it increasingly difficult to keep up 
with hackers, creating a need for greater 
situational awareness.

 Third-party risk is increasing along with 
demands for better accountability.

Does Your Program 
Measure Up?
by Michael Qualley, Executive Vice President, Bryan Fischer, Senior Director  
and Steve Vinsik, Senior Director, Forsythe

Transformative Change
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As cyber threats continue to evolve 
and become more pervasive, 
organizations require a comprehensive 
approach to addressing these threats 
that goes beyond ‘find, fix, repeat’. 
This approach should include the 
right balance between technology 
mitigation strategies and appropriate 
training for security staff.

David Hove, Director, Forsythe

Digital transformation and 
disruption across multiple 
industries requires an innovative 
and adaptive security model 
that can keep pace with the  
evolving threat landscape.

Steve Vinsik, Senior Director, Forsythe

WHAT ARE THE CURRENT DRIVERS FOR ENTERPRISE
CYBERSECURITY TRANSFORMATION?

IoT is more than an IT 
revolution — it’s a revolution 
in how users approach 
technology. Securing  
IoT requires a  
different approach.

Pedro Abreu, Chief Strategy  

Officer, ForeScout

A threat-oriented defense is 
fundamental to transforming 
cybersecurity from reacting to  
individual incidents to proactive,  
holistic attack prevention.

Matt Hartley, Vice President, Global Services &  

Intelligence Engineering, FireEye

Transformative Change
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The need to address technical 
threats is critical and growing in 
complexity, but it is equally as 
important to focus on your  
data, and take a proactive 
approach to protecting it.

Bryan Fischer, Senior Director, Forsythe

It is no longer enough to have 
a first-rate cybersecurity 
program. It is essential to 
make sure your vendors  
have one as well.

Brad Keller, Senior Director,  

Third-Party Strategy, Prevalent

The global cybersecurity talent 
shortage. It’s real and it’s severe, 
compelling organizations to focus 
resource-constrained security teams  
on protecting what matters most — 
their critical data.

David Karp, Chief Product Officer, Digital Guardian

Transformative Change

The security operations experience 
today is disjointed, with alerts generated 
across dozens of low-fidelity products and 
management consoles without the benefit 
of contextual intelligence, or automation 
and orchestration. This causes IT and 
security leaders to spend more time 
on inefficient manual processes and 
infrastructure management, leaving 
the organization less secure.

Paul Nguyen, Vice President and General Manager,  

Helix and Orchestration, FireEye
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DATA  
PROTECTION
Identify, control and secure sensitive data.
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Almost every day, a new security breach makes headlines. 

10 Keys to  
Data-Centric Security 
by Jose Ferreira, Security Strategist and Anne Grahn, Senior Security Communications  
Specialist, Forsythe

A COMPREHENSIVE DATA-CENTRIC SECURITY STRATEGY 
INCLUDES THE FOLLOWING 10 KEY ELEMENTS: 

1 DATA DISCOVERY

The Ponemon Institute’s State of Data Security Intelligence report found 
that 64 percent of companies don’t know where their sensitive information 
is located. Data discovery tools give you visibility into the location, volume, 
context, and risk associated with the sensitive unstructured data across your 
enterprise — both on premise and in cloud. 

2 DATA CLASSIFICATION

Data classification policies and tools separate valuable information that may 
be targeted from less valuable data. They divide information into groups 
that share a common risk and detail the controls that are required to secure 
each group type. 

3 DATA TAGGING AND WATERMARKING

Data tagging ensures that data can be found quickly and efficiently. Data is 
“tagged” to reflect its security classification and other  
associated information.

Data watermarking allows you to apply classification labels and visual 
markings on email and documents to clearly identify sensitive information. 

No organization is immune from cyber attacks. The threat landscape is 
increasingly dangerous, and new technologies are distributing data farther across 
locations, devices, and repositories. Additionally, data protection and privacy 
regulations are ushering in a new era of accountability, with stiff penalties for 
organizations that fail to protect sensitive data. 

Advancing data protection capabilities requires organizations to shift their focus to 
securing data, rather than the IT infrastructure that houses a diminishing amount 
of that data. By protecting sensitive information wherever it is, you can take 
advantage of the latest innovations without putting your organization at risk.

The	Shift	to	Data-Centric	Security It is no longer enough to focus 
our efforts on networks and endpoints. As IT changes continue to occur, 
organizations need to keep pace and advance their security by focusing on 
the data itself through the development of a data-centric security program. 

Protecting	Your	Crown	Jewels In today’s threat landscape, 
traditional approaches to securing data fall short. To protect data from 
targeted attacks, shift your focus from securing networks, applications, 
and endpoints to identifying and securing your “crown jewel” data. The 
development of a comprehensive data-centric security program can position 
your organization to better protect data in today’s digital environment.

Data Protection
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Estimated Data Breach Costs
4  DATA LOSS PREVENTION (DLP)

DLP provides a centralized management framework that detects and prevents 
the unauthorized use and transmission of sensitive information. When properly 
deployed, DLP protects against mistakes that lead to data loss, intentional 
misuse by insiders, and external attacks.

5  DATA VISIBILITY

Data visibility allows you to monitor how others access your structured and 
unstructured data. It provides a point of validation for company and regulatory 
compliance, as well as facilitates the identification of policy violations. 

6  ENCRYPTION STRATEGIES

Encryption protects data by rendering it useless in the event of a breach. An  
end-to-end encryption strategy can be invaluable in the effort to combat 
targeted attacks and maintain regulatory compliance.

7  ENHANCED GATEWAY CONTROLS

Enhanced gateway controls reinforce your perimeter defenses and create 
additional layers of continuous data protection. Examples include next-
generation firewalls (NGFW), secure web gateways and SSL decryption.

8  IDENTITY MANAGEMENT

Identity and access management (IAM) protects data by ensuring that only the 
right people have access to the right information at the right time and for the 
right reasons. They include access management, governance and recertification; 
federated identities/single sign-on; and privileged user management.

9 CLOUD ACCESS

Cloud access security brokers (CASBs) provide better access control, 
authentication, and analysis of SaaS data and user activity. They protect SaaS 
applications and can orchestrate security across multiple cloud solutions. 

10 CONTINUOUS EDUCATION

Humans are the weakest link in any data protection strategy. Many targeted 
attacks take the form of emails that leverage social engineering to trick users 
into clicking a malicious link or file. In its 2015 Data Breach Investigations Report, 
Verizon found that it takes an average of just 82 seconds before a phishing 
campaign gets its first click.

You can reduce successful phishing attacks and malware infections by  
continually educating employees — especially those with access to critical 
intellectual property — about the threat to their company, personal information 
and livelihood.
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IDC predicts that by 2020,  
MORE THAN 1.5 BILLION PEOPLE  
WILL BE AFFECTED BY DATA  
BREACHES (roughly a quarter  
of the world’s population).

Data Protection
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by David Karp, Chief Product Officer, Digital Guardian

Today’s digital transformation — from mobile devices 

to embedded systems, hypervisors, social media 

applications and the proliferation of connected devices 

— has created a “borderless” network perimeter with 

multiple attack vectors. To adjust to this technology 

revolution, organizations need to ensure their most 

sensitive data and critical assets are secured.

People are inside and outside the network, accessing myriad applications across 
multiple clouds. While these dynamics have enhanced our ability to communicate, 
they have also introduced new means through which adversaries can penetrate our 
systems and siphon valuable information. 

In order to protect ourselves from evolving IT changes and targeted attacks, we 
need to shift our focus from trying to secure everything, to protecting what matters 
most — securing sensitive data no matter where it is stored, used or transmitted.

KEYS TO DATA 
PROTECTION SUCCESS

• Determine the primary data protection 
objective – what will success be for your 
organization?

• Focus on achieving that  
success by implementing  
the right controls. 

• Continually assess  
and improve. 

Data Protection

How to Implement a  
Data-First Security Strategy
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SEVEN CRITICAL SUCCESS FACTORS

1 Identify and classify sensitive data

In order to execute on a data-first security strategy, you must first understand 
the relevance and sensitivity of your data, and then align your usage policies 
and business processes to the risk tolerance of your organization. It is 
important to gain an understanding of what data requires protection and the 
appropriate level of protection. Data classification helps by first discovering 
data, regardless of where it resides; it then facilitates determining appropriate 
categories, identifying various levels of sensitivity, and outlining policies and 
procedures that allow employees and others who come in contact with the 
organization’s data to operate within the framework of compliance.

2 Focus on what’s valuable

It is critical to focus your strategy and efforts on protecting the most valuable 
data types since most organizations have finite — if not dwindling — resources 
dedicated to security. For instance, almost every enterprise has a mix of 
personal data, financial data, and/or intellectual property that is important to 
their business. However, which of those would hurt the business more if it were 
compromised or stolen? Whatever the answer is, that should be the data you 
focus your security efforts on first. 

3 Move protection closer to the point of risk

The perimeter is dissolving and the traffic on the network is becoming 
more and more encrypted, and so it is important to move your protection 
closer to the point of risk, either in the cloud or at the endpoint. This helps 
to more effectively understand the sensitivity of data and affords the most 
flexibility in protecting the use and movement of that information where it is 
most at risk of compromise. 

   Don’t rely on point-in-time  
 4 detection technologies

Most security tools today focus on visibility and blocking at the point 
of entry to protect systems. They scan files at an initial point in time to 
determine if they are malicious. But advanced attacks do not occur at a 
single point in time; they are ongoing and require continuous analysis. An 
attacker only needs be right once — we need to be right every time.

By instrumenting endpoints via a proven agent that gathers a much richer 
set of information, we can bring much-needed context and understanding 
that previously hasn’t been accessible. We can answer critical questions; 
when did the attack happen? How pervasive was its reach? What were 
the points of entry? What were the attackers after? And were their efforts 
successful? Constant data surveillance provides constant vigilance, 
including being able to satisfy others that you are serious about data 
protection by proving that you have been and allowing no failure to go 
silent. Constant data surveillance provides constant vigilance, including 
proof that you have been — and continue to be — serious about data 
protection, and have never allowed a failure to go silent.

EVERY DAY        EVERY HOUR        EVERY MINUTE        EVERY SECOND

10,507,550
437,815 7,297 122

DATA RECORDS LOST OR STOLEN		
FIRST HALF OF 2017

Data Protection

– Gemalto Breach Level Index, First Half of 2017



5 Avoid data loss prevention pitfalls

Data loss prevention (DLP) is a critical part of comprehensive data-centric security. 
However, effective DLP implementation requires active participation from the 
organization; it is not a “set it and forget it” platform. When enterprise data 
loss prevention (DLP) deployments stall or fail, it’s usually because either the 
business objective(s) and/or success metrics for the investment are not clearly 
defined. This often leads security teams to begin an enterprise DLP project 
by trying to tackle too many things at once, without first breaking down 
the whole project into discrete, measurable steps, such as first confirming 
which data should be prioritized for protection or determining typical use 
cases from which to evaluate solutions. Success depends on the leadership 
acknowledgment that data protection is an ongoing journey best achieved 
when tackling one use case at a time and building on your initial success.

Once these fundamental questions are understood, organizations can 
develop a plan for implementation that answers the next simplest question: 
“What is our process when a violation to policy or data misuse/abuse 
occurs?” If you can’t answer that question, the program has a higher risk of 
failing. Having an adequate process defined to deal with violations is a must-
have to achieve success. 

6 Expand beyond compliance

Regulations such as the GDPR and New York Cybersecurity Requirements 
represent efforts to ensure that organizations are taking the right steps to 
protect sensitive data. They mandate knowledge of where personal data is 
stored and how it is used through business processes. Data-centric security 
solutions are poised to help with both requirements; however, compliance 
shouldn’t be the ultimate goal. Enterprises are increasingly expanding 
objectives beyond regulatory compliance towards comprehensive data 
protection from any threat. For years, we have said, “compliance is a by-
product of security,” but compliance happens through user awareness and 
applying effective controls. Becoming compliant and secure simultaneously 
requires implementing flexible and measurable controls that can 
demonstrate an ability to support your stated business objectives. 

7 Understand the threats targeting data

The tools that support processes must understand the threats targeting data. 
Many DLP solutions focus purely on the insider and lack the knowledge 
of external threats that place data at risk. It’s important to remember the 
objective of the adversary is to gain access and operate at the same privilege 
of the insider. Threat intelligence and understanding attack vectors is 
paramount to the protection of data. Many security products claim to protect 
data but they lack awareness of the content and sensitivity of the information. 
They are focused on protecting the device, but not the information being 
processed by the device. Effective data protection requires organizations to 
understand and identify the root of an attack as fast as possible to prevent it 
from evolving and becoming a real problem. 

When implementing DLP, organizations must 
answer several key questions:

  What is the goal of the data protection program and who owns it?
  How will you know when you accomplish that goal?
  How will you address violations to policy?
  How aggressive will you be in enforcing the policy?

           Transforming Enterprise Cybersecurity           14

PUTTING THE PIECES TOGETHER The best way to streamline data protection is to do the basics well. Identify where 
sensitive data resides, set policies for handling it, implement appropriate technical controls, and educate users about current threats to the 
data they work with, and best practices for keeping it safe. By effectively classifying data, focusing on what’s valuable, avoiding common 
pitfalls and moving protection closer to the point of risk, your organization can ensure greater control over sensitive data at all times.

Data Protection
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3

THREAT &  
VULNERABILITY  
MANAGEMENT
Anticipate and defend against threats.
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McKinsey Global Institute report, The Internet of Things: Mapping the value beyond the hype

Threat & Vulnerability Management

by Pedro Abreu, Chief Strategy Officer, ForeScout

IoT is revolutionizing entire industries. Organizations are adopting connected devices in an 

effort to maintain competitive advantage, generate real-time data, and create economic value.

Of course, achieving this kind of impact requires hurdles 
to be overcome. Most notably, security. While IoT 
creates a variety of opportunities for enterprises in all 
industries, it also expands the attack surface.

The	Myth	of	IoT

The majority of IoT devices are not designed with security as a priority. Many 
attribute this failure to the manufacturers, and feel they should build security 
into the devices from scratch. Some are even calling for the government to 
step in to regulate smart devices. When it comes to cybersecurity, however, 
this is a well-intentioned but misguided effort that doesn’t consider the 
challenges manufacturers face.

A lot of IoT devices are retrofitted to become connected; they were never 
designed from scratch to be secure. If Microsoft and Intel couldn’t secure 
computers from scratch, how can a company whose core business is outside 
of IT be expected to do that? In some cases, they don’t even have the 
resources to invest in security.

Potential economic impact of IoT
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Securing the IoT Revolution 
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Organizations should do all they can do to choose secure devices, but the 
reality is that the burden of IoT security falls on us. 

In order to understand how to secure IoT in the enterprise, it is important to 
consider how devices are being deployed and the threats they present.

Enterprise Deployments

Businesses	are	deploying	connected	devices	in	two	central	ways:

1 Core business operations: Specific industries are leveraging IoT 
to transform how they’re doing business. Hospitals are deploying 
connected beds and medical devices. Retailers are implementing not just 

point of sale (POS) systems, but entire connected stores. Cities have sensors 
everywhere, from bridges to traffic lights. Hotels are realigning themselves 
around customer experience, using IoT data to personalize content and 
deliver targeted messages to guests. Airlines and airplane manufacturers are 
designing connected fleets, with every component of the latest jets attached 
to a wireless network — from the engines to the flaps to the landing gear — 
providing data on everything from performance to required maintenance. 
Even sports teams are collecting real-time data; athletes on the field use 
wearable sensors that collect real-time data about their movements that can 
be sent to physical therapists, doctors and trainers.

2 Automation: Organizations in all industries are leveraging IoT to make 
offices more than just workplaces. They are focusing on data collection 
and automation to control and collect data about everything from 

energy, lighting and cooling systems, to digital camera systems and security 
for badge readers, to printers and conferencing systems. This collected data 
can be analyzed and used in a variety of ways to manage and monitor the 
office and employees.

IoT Security Risks 

The reality is that IT is not in control of IoT adoption. IT was outpaced by 
BYOD, and IoT is growing even faster; IT departments are falling behind, and 
are often forced to just let these devices connect. The risk of doing this is 
that each one is an endpoint that can potentially be taken over by a hacker. 

The devices have credentials into the network, and it doesn’t matter if  
there’s nothing on the device itself; it’s a gateway into your corporate and 
critical assets.

If adversaries compromise one of these devices, they can use it to open  
up full access to your network or bridge from a less secure to a more  
secure network. Compromised devices can also be used as part of a botnet 
— joining the computing power of many devices together to take entire 
parts of networks down. Companies have to worry about protecting the  
organization against distributed denial-of-service attacks (DDoS) and from 
their own internal devices.

IoT is more than an IT revolution — it’s a revolution in how users approach 
technology. We came from a world where IT was the only place to get a 
device, and it would be trusted and secured by the organization. Today, users 
expect everything will be connected, and often don’t ask for permission. 
The age of restricted device usage is over. You have to be able to manage 
anything that is deployed.

Securing IoT Devices

Companies typically manage the devices on their networks in a traditional 
way. IT buys the device, gets an agent, and puts the software on the device 
to enable them to manage it wherever it is. This works reasonably well for 
computers, servers and even mobile devices, but not for IoT. IoT devices are 
closed in nature — even though a company owns the device, they have no 
ability to deploy their own security into it. Securing IoT devices requires a 
different approach.

Gartner predicts endpoints of the  
IoT will grow at a 33% CAGR from 
2015 through 2020, reaching an 
installed base of 20.4 billion units.

Threat & Vulnerability Management
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Critical Elements of IoT Security

Is Your Organization Ready for IoT?
IoT is not an option. It is the new reality that requires digital leadership from organizations in all 

industries. With 30 billion devices estimated to be connected by 2020, IoT is going to have a 

massive impact on how business is done. Organizations need to take notice of the risks inherent 

in the products they use, and take action to mitigate those risks. With a careful approach, you can 

optimize visibility and control, and realize the benefits that IoT provides.

OBJECTIVES: Each company’s IoT 
initiative is different; clear objectives need to 
be established before the right security can be 
implemented. It is important to adapt the overall 
security strategy to the organization’s goals. 

VISIBILITY: Discovering and classifying 
devices is critical — after all, you cannot 
secure what you cannot see. Agentless 
solutions that integrate with the entire network 
fabric are key. They can connect to all parts 
of the network and access all sets of data. In 
that way, they facilitate not only the discovery 
of devices, but also determine what types of 
devices they are (classification).

CONTROL: Different devices need different types of controls. The first step is understanding 
what the device is, so you can set policies that define what the devices are supposed to do on 
your network, and what they’re not supposed to do. Through continuous monitoring, you can 
identify what they’re doing on the network and look for deviations from normal activity. If the 
device is compromised, the organization can alert, block and take actions based on policy. 

ECOSYSTEM INTEGRATION: The ability to secure IoT devices involves the entire 
security ecosystem. Take advantage of all of the other elements of security already in place; 
these tools can be leveraged. Firewalls can be used as enforcement mechanisms, for instance, 
and security information and event management systems can enhance monitoring and analytics. 
Bringing all of the tools in the environment together increases the ability to orchestrate visibility 
and response. 

If you want the truth, ask the network.

Pedro Abreu, Chief Strategy Officer, ForeScout

Threat & Vulnerability Management
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10 Steps to an Effective 
Vulnerability Assessment 
by David Hove, Director and Ben Holder, Senior Principal Consultant, Forsythe

Cloud, mobile and IoT mandate a new approach to threat and vulnerability 

management. So how can companies effectively analyze and prioritize vulnerabilities, 

and get the context they need to streamline remediation strategies?

Assess Yourself

Many cyber attacks take advantage of basic, often unnoticed security vulnerabilities, such as poor patch 
management procedures, weak passwords, Web-based personal email services, and the lack of end-user 
education and sound security policies. This makes an effective vulnerability assessment a critical first step in 
the effort to protect data.

Vulnerability scanners are useful tools for identifying hidden network and host vulnerabilities. However, 
for many organizations, vulnerability assessments are highly technical and are carried out mostly for 
compliance purposes with little connection to the organization’s business risks and executive security 
budget decisions.

Addressing the sheer volume and evolution of cyber attacks requires an 

in-depth understanding of organizational risks and vulnerabilities, as well 

as current threats and the most effective policies and technologies for 

addressing them. Only by understanding their risks can organizations target 

limited security dollars to the technologies and strategies that matter most.

Vulnerability assessments typically identify thousands 
of granular vulnerabilities and rate them according 
to technical severity, rather than considering the 
affected business and its mission-critical processes. 
They can also identify a single vulnerability several 
times, recommending multiple patches and 
upgrades, when a single security solution could 
address all of them.

It is important to tie business impact and an 
organization’s overall security strategy to the 
results of a vulnerability assessment, enabling an 
understanding not only of where true business 
risks lie, but also of which vulnerabilities should be 
addressed first and how to address them effectively.

Threat & Vulnerability Management
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1  Take an active role.
Once the business decides to perform a Vulnerability Assessment, 
they should take an active approach to finding out what the 

state of security is. Actively screening potential vendors, actively engaging in 
the scoping process, actively providing security consultants with what they 
need to do the job, and actively deciding to engage in the process to facilitate 
success. When a business decides to engage in the process as an enthusiastic 
participant and student, the knowledge gained from that collaboration will not 
only allow the business to consume the results more effectively, it will put them 
on a better footing to face the issues of tomorrow, having been guided through 
the process by an experienced professional today.

2  Identify and understand your business processes.
The first step to providing business context is to identify and 
understand your organization’s business processes, focusing on 

those that are critical and sensitive in terms of compliance, customer privacy, 
and competitive position. There is no way for IT to do this in a vacuum. In 
many organizations, it requires collaboration between IT and representatives 
of the business units, the finance department and legal counsel. Many 
organizations put together security strategy task forces with representatives 
from each department, who work together for several weeks to analyze 
business processes and the information and infrastructure they depend on. 
Those with significant domain knowledge are the most valuable resources 
in this discovery process. The primary objective is to document “the way it’s 
done” and understand what the true process is. 

3  Pinpoint the applications and data that underlie 
business processes.
Once the business processes are identified and ranked in terms 
of mission criticality and sensitivity, the next step is to identify 

the applications and data on which those mission-critical processes depend. 
Again, this can be accomplished only through collaboration between IT and 
other business players. From extensive collaborative discussions, you may 
discover applications that are more crucial than expected. For example, 
email may be a critical application for one department, but overshadowed 
by in-house instant message in another.

TYING VULNERABILITY ASSESSMENTS  
TO BUSINESS IMPACT
Getting maximum benefit from a vulnerability assessment requires an understanding of your 
organization’s mission-critical processes and underlying infrastructure, and applying that 
understanding to the results. To be truly effective, it should include the following steps:

One of the biggest mistakes 
companies make is using a scan to 
determine what to patch, instead of 
scanning to verify successful patching. 
This sets the organization up for more 
vulnerability, rather than less.

Ben Holder, Senior Principal Consultant, Forsythe
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4  Find hidden data sources.
When searching out applications and data sources, make sure 

you consider mobile devices such as smartphones and tablets, as well as 
laptops and desktop PCs. While some data may reside in a static location, the 
overwhelming majority will exist and interact in an ecosystem of devices and 
information pathways. Collectively, these devices often contain the most recent, 
sensitive data your organization possesses. Work with the business units to 
understand who is using mobile devices for accessing and sharing corporate 
applications and data. Understand the data flows between these devices and 
data center applications and storage. While considering the internal workings 
and movement of data, thought should be given to information that has 
migrated outside of the organization’s figurative four walls. Office 365 allows 
any employee to access mission-critical information on any device, in any 
location, at any time. In order to understand this external footprint, determine 
if your business users are sending business emails over public channels such 
as Gmail or Yahoo mail. Another often hidden category to investigate is your 
software development environment, as they are inherently less secure than 
production environments. Software developers and testers often use current, 
sometimes mission-critical data to test new and upgraded applications.

5  Determine what hardware underlies applications 
and data.
Continue working down the layers of infrastructure to identify the 
servers, both virtual and physical, that run your mission-critical 

applications. For Web/database applications, you may be talking about three 
or more sets of servers — Web servers, application middleware and database 
— per application. Identify the data storage devices that hold the mission-
critical and sensitive data used by those applications.

6  Map the network infrastructure that  
connects the hardware.
Develop an understanding of the routers and other network 

devices that your applications and hardware depend on for fast, secure 
performance. It is important to determine if specific subnets are designed to 
contain sensitive assets such as Windows domain controllers, or a particular 
business unit, such as Development or Human Resources. Understanding how 
data gets from point A to point B is essential — and knowing where a particular 
type of data lives is critical.

7  Identify which controls are already in place.
Document the security measures you already have in place 
— including policies, technical controls such as firewalls, 

application firewalls, intrusion detection and prevention systems (IPS/IDS), 
virtual private networks (VPNs), data loss prevention (DLP) and encryption 
— to protect each set of servers and storage devices hosting mission-critical 
applications and data. Understand the key capabilities of these protections 
and which vulnerabilities they address most effectively. This is the heart of the 
“defense in depth” strategy and may require some fairly extensive research, 
including scanning websites and reviews and speaking with security company 
representatives.

8  Run vulnerability scans.
Only when you’ve understood and mapped out your application 
and data flows and the underlying hardware, network 
infrastructure, and protections does it make sense to run your 

vulnerability scans. The intellectual exercise that has been performed to this 
point is what allows security analysts to interpret the results of the scan clearly 
and with an objective focus on the critical aspects of the business. 

9  Apply business and technology  
context to scanner results.
Your scanner may produce scores of host and other vulnerabilities 

with severity ratings, but since results and scores are based on objective 
measures, it’s important to determine your organization’s business and 
infrastructure context. Deriving meaningful and actionable information about 
business risk from vulnerability data is a complex and difficult task. After 
evaluating your staff’s level of knowledge and workload, you may determine 
that it would be helpful to partner with a company that is well-versed in all 
aspects of security and threat assessment. Whether undertaking this task 
internally or getting outside assistance, your results need to be analyzed to 
determine which infrastructure vulnerabilities should be targeted first and most 
aggressively. Consider the following:

The number and importance of assets touched by the vulnerabilities

If a vulnerability affects many different assets, particularly those involved in 
mission-critical processes, this may indicate that remediation be performed 
immediately and comprehensively. On the other hand, if the scanner finds 
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multiple vulnerabilities in infrastructures running less critical applications 
accessed only by a few users, they may not have to be addressed as 
aggressively. Triage should be performed based on the new knowledge 
acquired through the assessment process.

Existing controls

If the vulnerabilities identified by the scan affect infrastructure that already has 
multiple layers of protection in place, some of those vulnerabilities may, in fact, 
be addressed already by existing technologies. For example, a vulnerability 
found on a server protected by application firewalls, encryption, and other 
countermeasures may not be as important to address as the same vulnerability 
found in a less-protected infrastructure used in testing and development, 
particularly if it makes use of data with stringent compliance requirements. It’s 
important to weigh criticality against existing protections to determine which 
vulnerability could expose your business to serious risk.

Available security technologies

Your vulnerability assessment report may recommend scores of software 
patches and upgrades to address security holes, but constantly applying 
patches and upgrades can drain IT time and resources. There may be other 
security technologies that are more efficient and effective. For example, 
cross-site scripting vulnerabilities may be more easily and comprehensively 
addressed through a strategically placed Web application firewall (WAF) than 
by constantly applying patches and upgrades to multiple components. The 
key is to understand how the risk profile would change when certain security 
technologies and policies are applied.

Location

Cyber attacks frequently take advantage of the weakest links in your 
infrastructure — and frequently those weak links can be found at branch 
offices or among mobile and IoT devices. If your scan reveals a number of 
vulnerabilities at a branch office or another remote infrastructure, this could 
indicate that further investigation and protection measures are required.

10 Conduct Penetration Testing
Once the Vulnerability Assessment has been completed and the 
business feels that it has remediated enough findings to improve 
its security posture, it’s critical to have a new set of eyes examine 

the environment and challenge assumptions. Penetration testing is designed 
to push upon your security practices to determine if a malicious actor can 
gather information that yields a vulnerability that can be exploited to gain 
access to valuable information. While the technical attack is played out, the 
attacking party will challenge the assumptions you’ve generated as part of 
your Vulnerability Assessment. Is the group of servers behind firewalls being 
monitored by anti-virus protected enough? Is the list of discovered entry points 
into critical applications complete, or can the penetration testers find a new 
method of access you weren’t aware of?

For all the effort put into the Vulnerability Assessment and all the knowledge 
extracted, it is common for the business to be too close to the subject matter. 
A comprehensive evaluation with specific goals should be conducted by 
experienced testers to help the business gain perspective on what areas may 
not have been considered previously, and what the next area of growth should 
be as part of the security assessment lifecycle. 

The Importance of Adding Context
Vulnerability assessments can be invaluable, but only if their results are weighed in the context of the business and existing 

security infrastructure. By analyzing assessment output with business risk in mind, engaging in penetrating testing, and 

applying the resulting knowledge to the development of a sound cybersecurity strategy, security leaders can help their 

organizations make the most of their security budget, and strengthen their overall security and compliance posture.
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Optimizing the Impact 
of Threat Intelligence 
by Matt Hartley, Vice President, Global Services & Intelligence Engineering, FireEye

Today’s threat landscape is overwhelming. Security teams are 

struggling just to keep up, let alone get ahead of the rapidly 

evolving attackers targeting them. Enterprises in all industries 

have become targets, and most are not adequately prepared to 

defend themselves against any sort of sophisticated onslaught.

Anticipating attacks and those who perpetrate them enables 

one of the best forms of defense. To proactively counter 

cyber adversaries, you need to understand their motivations, 

intentions, and methods. Threat intelligence is key.

The	Value	of	Threat	Intelligence

Threat intelligence allows organizations to arm themselves with 

the tactical, operational and strategic insights they need to 

develop a holistic picture of how they are being targeted and 

by whom, and shift from reactively defending to proactively 

preventing attacks. 

THREAT INTELLIGENCE 
DEFINED	Knowledge derived 

from the collection, classification, 

exploitation, and analysis of adversaries’ 

tactics and methods that creates an 

advantage for defending against them.

“In war, nothing is more important…
than the facts concerning the 
strength, dispositions and intentions 
of [the] opponent, and the proper 
interpretation of those facts.” 

Dwight D. Eisenhower
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of organizations are using  
cyber threat intelligence...60% feel that it has improved their 

security and response capabilities78%plan
to...25%

SANS 2017 Cyber Threat Intelligence Survey

TACTICAL
For the security practitioner, threat intelligence 
facilitates prioritization of tactical alert triage. 
Organizations typically receive thousands of alerts 
a day, leading them to spend an inordinate amount 
of time investigating what turns out to be noise 
from false negatives and false positives. Threat 
intelligence enriches the outputs organizations 
receive through their technologies, enabling 
analysts to effectively prioritize alerts so they can 
deal with the ones that really matter, and deal with 
them more quickly. 

Threat intelligence can also help patch managers 
prioritize the most serious security patches. 
Vulnerability vendors continue to put out 
vulnerability warnings that are overly weighted to 
high and critical severity, making it very difficult to 
determine where to start patching, and how fast. 
Leveraging intelligence allows not only a clearer 
picture of technical severity, but also helps analysts 
associate a vulnerability with the threat actors 
that are using it. With insight into the likelihood a 
vulnerability will be exploited, rather than patching 
indiscriminately — patching as much as you can, 
as fast as possible — organizations can intelligently 
triage and prioritize the vulnerabilities that are 
being actively used by specific actors, especially 
against organizations like theirs.

OPERATIONAL
On the operational side, threat intelligence engenders awareness 
and adds context. It can supply in-depth knowledge of the global 
adversary space — including specific threat actors and their 
motivations, intents and tactics, and the malware and other malicious 
technologies including the infrastructure that they build and employ. 
This knowledge empowers security operations by allowing analysts 
to dig deeper in understanding what might be going on in their 
networks. For example, three separate alerts may indicate the use of 
different malware; with the right intelligence, they can be identified 
as originating from a single, highly motivated adversary who is using 
three different tactics at once. By connecting the dots between 
seemingly disparate events, they can make faster and better-
informed determinations for further exploration and remediation. 

In this vein, leveraging the connection to attribution as a 
representative construct for the adversary is valuable. Knowing the 
personal identity of an individual, group or nation that is targeting 
you generally doesn’t really matter; very few organizations are in 
a position to go after these adversaries. Even so, attribution can 
connect an adversary’s methods together, allowing us to better 
defend against them. 

Intelligence also promotes threat hunting. Once analysts are armed 
with information about the adversaries targeting their organization 
or others like it, they can proactively look for their activities on their 
networks. By shifting security teams from reactive to proactive, even 
if an adversary gets in, detection and response can be accelerated, 
reducing the mean time to resolution (MTTR).

STRATEGIC
From a strategic perspective, 
understanding who is targeting your 
organization enables you to make 
security investments intelligently. In 
the past, companies tended to throw 
technology against the wall and see 
what stuck. Today, establishing an 
understanding of threats is critical to 
making the investments necessary 
to establish an effective defense. 
For example, in a commercial 
business, the board doesn’t really 
care about technology — they care 
about threats to the actual business, 
especially because security is now 
among their top concerns. Being 
able to frame security to a group of 
leaders in terms of risk, educating 
them about adversaries, what they 
are likely to do in the future, how 
others in the industry and region are 
being similarly targeted, and then 
connecting all that back to the impact 
on the organization’s critical assets 
in the event of a successful attack 
helps leaders envision the return on 
investing in security.  
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Threat intelligence takes many forms, and its value varies extensively. Organizations often start by wanting 

to leverage the most comprehensive amount of intelligence as possible, and will start gathering as much 

raw data as they can. Unfortunately, focusing on quantity instead of quality ultimately translates into lack 

of value to the business. It is important to take a more strategic view, and focus your initial efforts on what 

most applies to your organization. Lack of attention to scale is another concern; new teams often fail to 

consider the complexities of ingesting intelligence in an automated way, so they can connect it to their 

security technologies and analyze the intelligence and outputs as they relate to their environment.

Without a sound process for leveraging threat intelligence, the chances of 
deriving actionable information and value are slim. There are five key steps to 
optimizing your approach:

1 EVALUATE YOUR THREAT ENVIRONMENT. Whether you’ve been 
compromised in the past or not, you’ll need to understand who is targeting 
you. Threat assessment services can help; providers evaluate the adversary 
space to develop an accurate picture of the threats and malicious actors that 
apply to you, your industry, and your geography. 

2 THINK LIKE AN ADVERSARY. Sit down with your security team and think 
about the organization’s centers of gravity, the primary infrastructures and 
processes that allow that organization to operate. Security executives need 
to understand what is of most importance to the business. For example, if a 
manufacturing plant is producing a key product and a great deal of money 
is lost per minute when it goes down, you’ll want to focus on that asset, the 
processes around it, and consider how you would go after it if you were an 
adversary. As you iterate ideas for how adversaries might target that asset, 
you can begin to explore countermeasures to identify and ideally prevent 
those types of attacks.

3 WORK WITH INDUSTRY GROUPS. Free and closed-source community 
intelligence shared by various industry and vertical groups (e.g. FS-ISAC, 
R-CISC and ICS-ISAC) as well as by some governments can help you 
understand the current state in terms of adversary activity against your 
industry and geography.

4 ENSURE FUNDAMENTALS ARE IN PLACE. Before you can truly 
leverage an understanding of your threat environment, security fundamentals 
need to be in place. Organizations need the right resources to see and stop 
adversaries before they can establish sophisticated analytics connected to 
the context they need. Consider the following questions:

• What countermeasures do you have in your environment, and are they 
broad and deep enough to identify focused attackers? When was the last 
time your technology was checked or updated?

• Do you have the understanding you need into your business activities and 
the assets supporting those activities that are most likely to be targeted?
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• Do you have modern security controls? Can they ingest and 
display intelligence delivered in a variety of formats (XML, CSV, 
and JSON) in the form of indicators, tags, labels, text, and 
reports?

The NIST Cybersecurity Framework and special publications on 
security and privacy controls as well as the Critical Security Controls 
(CSC) for Effective Cyber Defense (often referred to as the SANS  
Top 20) can assist you in establishing a strong foundation.

5 CONSIDER PROVIDERS. Building a mature, in-house threat 
intelligence capability isn’t easy. Most companies don’t have the 
funding to build out their own intelligence team. Additionally, the 
market globally is saturated with the need for qualified analysts, and 
there’s simply not enough talent. In the absence of skilled personnel, 

trying to create the most relevant threat intelligence is a huge 
challenge. Rather than starting out by trying to build your own team, 
it may be best to dip your foot in with a provider that has the right 
presence in your geography and industry, get a firm understanding 
of what’s valuable to the organization, and explore what you can do 
internally from there. 

There are vendors that provide insight via “deep” and “dark” web 
monitoring, threat indicator investigation and response, threat actor 
tracking, and analyst augmentation, to name a few. Most have 
a specific slant — such as on data, indicators, malware, analysis, 
specific regions — whereas vendors with the most actionable 
intel leverage a nuanced understanding of the different types of 
threat actors and how they operate. Consider your use cases when 
evaluating providers, and align with their specialties. 

Positioning Your Team for Success
In order to build an effective cybersecurity strategy, you have to understand threats to 

your organization. Threat intelligence provides a way for organizations to get the tactical, 

operational and strategic insights they need to understand how they are being targeted, 

and invest wisely in the right set of countermeasures to prevent those attacks. While 

implementing an intelligence-led security program may seem difficult, the right approach can 

position your team for success, and turn threat intelligence into a powerful tool for responding 

to, remediating, and ultimately anticipating and preventing threats to your business.
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Maximizing Detection and 
Response with Deception
by David Hove, Director and Anne Grahn, Senior Security Communications Specialist, Forsythe

The continued theft of sensitive data could result in 
the inability of companies to compete in the global 
marketplace. Cybersecurity is a matter of survival and 
proactively fighting off intruders has become a business 
imperative. But if we cannot keep them out, how can 
we protect critical information assets?

Appearances	Can	Be	Deceiving

Deception can be an invaluable part of a modern cybersecurity arsenal, particularly 
when used in coordination with traditional and advanced security controls and a 
diligent approach to basics such as software patching, user identity management, and 
network management to reduce available attack surfaces.

We can use our adversaries’ most valuable tool against them and deploy defensive 
deception methods to detect hackers and make it more difficult, time consuming, 
and cost prohibitive for them to attack. With the right tactics, security teams can make 
cyber attackers feel like they have successfully hacked, when in reality they’ve fallen 
into a trap.

Military planners throughout history have used deception to great effect. We can 
take a cue from what is arguably the greatest deception operation in the history of 
conventional warfare — the World War II D-Day invasion of Normandy, France.

Operation	Bodyguard

Operation Bodyguard was the code name given to a well-designed deception plot 
that guaranteed the success of the Allied landings in Normandy on June 6, 1944. The 
success of the mission relied on deceptive tactics that can be applied to cybersecurity 
efforts today: concealment, camouflage, disinformation, displays/ruses, and insights.

1. Concealment
Conceal valuable data in innocuous-looking files and set up honeypots and facades 
that divert attackers from real assets, lead them to false intellectual property, or cause 
them to trip alarms.

2. Camouflage
Obscure your infrastructure by making it a moving target, changing addresses, 
infrastructure topologies, and available resources daily. Virtualization makes it 
possible to build up and tear down resources at will. Software-defined networking 
(SDN) technology can virtualize the deception process while helping to build security 
management and control features into the network fabric. In short, take steps to 
prevent attackers from seeing the same infrastructure twice.
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3. Disinformation
Divert or confuse attackers with false information. As highlighted under 
“concealment,” you can supply the hacker with fake successes, responses, files, 
and assets to exploit. Lie about the most basic things that matter to an attacker: 
the presence of files and the ability to open and use them. 

4. Displays/Ruses
Create counterfeit resources for the attacker to find, such as a fake website that 
looks like a Web portal to a large directory with a list of typical-sounding files and 
subdirectories (all fake). The attacker can click on subdirectory and file names 
to see what appear to be encrypted files, but the ‘encryption’ is just a random 
number generator. A variety of unauthorized or error messages will persuade the 
intruder to think they’ve stumbled upon valuable information, thereby wasting 
their time and drawing them away from the information they seek. 

Distributed decoy systems can help by spreading the appearance of endpoints 
and servers throughout the range of IP addresses being used by the company, 
and setting alluring traps such as fake credentials for accounts on decoy 
machines. These systems offer the benefit of low false positives (legitimate  
users have no reason to be in contact with decoys), and because they are  
in-line, they take up very little bandwidth. When a decoy is breached, the  
security team can choose to let the attacker continue while they watch, which  
aids in the development of intelligence about specific attack vectors, and 
attackers’ ultimate goals.

5. Insights
Gain actionable insights and intelligence by gathering threat intelligence feeds 
and adversary indicators that define and describe trends, tendencies, methods, 
and actions taken by attackers. This will help you maintain an awareness of 
existing and emerging threats and achieve insight into attackers’ plans, so your 
deception strategy can be adjusted before those plans turn into action. 

Stop Threats Before They Stop You

The use of defensive deception techniques can uniquely position your 
organization to detect an attacker’s lateral movement early and divert it 
before critical data is accessed or damaged. However, Just as a single mistake 
can destroy a magician’s illusion, a misstep during an effort to mislead cyber 
attackers can derail all of your efforts and put your data at risk. The more 
mature your organization’s security practices are, the easier it will be to 
incorporate deception into your strategy. All forms of defensive deception 
must be carried out with precision using intrusion-detection methods to 
minimize damage to legitimate users and avoid business disruptions. 

Choosing Solutions

Organizations have been using honeypots for years in an effort to improve 
the detection of attacks; while honeypots have been criticized in the past 
for requiring a significant level of administration and maintenance, today’s 
honeypots offer greater automation and enterprise-class features.

Over the past few years, new deception technology has emerged that 
facilitates the broadening of deception capabilities from simple detection 
to attack diversion, and even prevention. Several solutions that facilitate 
deception are highlighted below; vendor-independent product testing can 
help to determine which are best suited to the organization’s environment 
and business goals.

THE BENEFIT OF DETECTING 
LATERAL MOVEMENT 
The mean time to identify (MTTI) breaches has 
reached an average of 191 days. Lengthy dwell 
time enables lateral movement — the key to 
increasing hackers’ chances of success. Deception 
technology helps to detect lateral movement  

and limit dwell time, so threat  
actors can’t get what they need  
to progress through the Kill Chain.

WHEN DECEPTION IS ESSENTIAL
 The organization has a “lean forward” approach to security

 They are behind with other detection controls, or found them lacking

 They are struggling to monitor their environment through other means 
because of technical limitations associated with IoT or SCADA assets, 
medical devices, and networks with a high level of encrypted traffic

 They want to fill gaps in detection and response controls

– Ponemon Institute 2017 Cost of Data Breach Study
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DISTRIBUTED DECOY SYSTEMS

These solutions distribute fake decoy endpoint systems throughout the enterprise and offer enhanced 

detection compared to more traditional solutions. Because legitimate users have no reason to interact with 

decoys, attacks can be rapidly identified, and fake positives greatly reduced.

ENDPOINT PROTECTION PLATFORMS

These systems can leverage deception to thwart malware installation by making attackers believe the 

endpoint is in a virtual environment in order to throw off malware profiling processes, or by emulating the 

processes of disparate anti-virus products to induce dormancy.

INTRUSION PREVENTION SYSTEMS

IPS appliances can invoke deception with TCP at the network protocol layer. Basic deception techniques 

such as TCP targets can be used, and/or integration with more advanced deception technology such as 

decoy systems can be leveraged. 

NEXT-GENERATION FIREWALLS

Firewalls with next-generation capabilities can enhance deception in protected network zones. Action in 

specific policies can be set to “deceive” and deception responses can be generated either by the firewall 

itself, or through integration with other deception solutions.

WAFS AND APPLICATION DECEPTION SOLUTIONS

Web Application firewalls (WAFs) and application deception solutions can help to disrupt attackers’ 

automation with Web and Web application deceptions, Web browser and HTTP countermeasures, as well 

as the obfuscation of HTML content and application inputs to reduce attack surfaces.

DECEPTION TECHNOLOGIES
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Ensure appropriate controls are integrated.
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by Paul Nguyen, Vice President and General Manager, Helix and Orchestration, FireEye

Enhancing Security with 
Automation and Orchestration

Enterprise	data	breaches	continue	to	increase	at	an	
alarming	pace.	Organizations	have	too	many	alerts,	
too	many	technologies	and	not	enough	people.	
Security	teams	are	overwhelmed,	and	it	has	become	
clear	that	traditional	controls	are	no	longer	enough	to	
keep	data	safe.	To	address	this	issue,	many	companies	
are	fortifying	their	cybersecurity	strategies	with	
automation	and	orchestration.

Security automation and orchestration technology can help to 
achieve the following:
• Raise the productivity of security engineers
• Minimize the mean time to resolution (MTTR)
• Integrate the products required to defend against agile threats

Security automation has become a specific domain in the last 
four to five years. It focuses on security operations centers 
(SOCs) and accelerating the ability of analysts to disposition 
alerts and start remediation. For this reason, it is becoming a 
powerful component of security and incident response. 

Automation 
Security 

automation 
involves  

the use of  
technology in 

place of manual 
processes.

Orchestration 
Security 

orchestration is 
the integration 

of security tools 
to streamline 

processes and 
drive automation.

There will be 3.5 million unfilled cybersecurity 
positions by 2021              — 2017 Cybersecurity Jobs Report
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Choosing a Solution
There is confusion in the space. Companies looking for solutions are up against a list of 20 to 30 vendors. It is important to evaluate 
providers to narrow your choices down and focus on the one that best fits your organization’s objectives. 

There are several top requirements to consider: 

Time to value. Some automation and orchestration solutions 
can be up and running quickly, and significantly reduce the 
time it takes to integrate with the existing solutions in your 
environment.

Ease of use and deployment. There are different approaches 
to deployment; some are more simplistic than others. Some 
vendors make it as easy as possible, emulating a drag-and-
drop, workflow-style implementation to get your playbooks 
up and running. Others may require more of a development 
background, requiring scripting and coding skills that may not 
be present on your operations team. What all of the solutions 
will require is for you to understand what your processes are and 
how your analysts are working today to be able to automate 
those processes.

Strong Support Infrastructure. Products should have the 
infrastructure to ensure integrations into third-party products 
through their APIs. The reality is that APIs change, and you 
don’t necessarily own the integrations on the other side. If the 

APIs change, the orchestration and automation solution needs 
to have the support infrastructure to quickly update plug-ins or 
integrations, and enable the organization not to be impacted by 
any disruptions in service. 

Scalability. Different providers have chosen different 
architectures. Choosing a product that is proven in large-scale 
environments to be able to handle the scale and velocity at 
which the market is starting to evolve is something to consider, 
so that it can scale with your environment in the long run. 

Expertise. Evaluate the expertise behind the solution. Security 
automation and orchestration is a framework; it requires experts 
who really understand security and can drive expertise from the 
front line and incorporate best practices. It is also important 
to ensure your organization has access to the right playbooks 
— whether they come pre-built for use out of the box, or an 
in-house expert designs them to either match or optimize 
operations.

BAD DATA EQUALS BAD DECISIONS
Automation and orchestration technology helps to tackle the mundane; picking up and enriching alerts. But it’s 

starting to evolve towards enhancing threat intelligence to enable better inferences about the right decision in a 

particular scenario and the best action to take. Rather than just pulling together and presenting data, it’s adding 

a brain — applying AI and machine learning to enable analysts to make better decisions from better data. An 

analogy from daily life is when you’re deciding what to wear; you check the weather, and choose your clothes 

based on the meteorologist’s predictions. 

Data Center & Cloud Security
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Starting the Journey

Automation is a journey that needs to be taken 
in steps. Devising complex playbooks and 
processes that are the coolest you can come up 
with is not a good way to start. Focus on the low-
hanging fruit. Start with use cases that are easy 
to implement and low-regret. One popular initial use case is around 
the “abuse mailbox”. Many companies have a mailbox dedicated 
to customers and users who think they’re getting suspicious emails 
with either URLs or attachments and aren’t sure if they should open 
them. Companies have to analyze the URLs and attachments in 
order to determine whether or not they’re malicious. This is easy 
for automation tools to take care of, as it only involves determining 
“yes” it’s bad, or “no” it’s not bad. It doesn’t require turning 
services off or remediating anything. Map out the processes that 
you want to automate over the first 12-24 months, focusing on use 
cases that require a low level of effort, are low-regret to implement 
and have a high return on time savings.

Protecting the Keys  
to the Kingdom

In addition to choosing the right use cases for your 
solution, it is important to protect it. Automation 
and orchestration tools will have integrations and 
credentials into your various third-party technologies; that’s the 
only way to truly orchestrate them. Therefore by nature, you’ll have 
a sort of SkyNet — universal control from one area — and so the 
threat profile changes a little. The orchestrator has the keys to the 
kingdom, and so securing it should be top of mind. 

Fight Fire with Fire
Although the topic of automation isn’t new, it has taken on increased importance based on the 
intensive, sustained attacks being directed at organizations in all industries. There are simply 
not enough skilled security professionals to address today’s threats. Hackers have turned 
to automation to advance their capabilities; in order to keep up with them, we need to do 
the same. By choosing the right automation and orchestration solution and use cases, your 
company can make better decisions from better data, increase productivity and strengthen 
your security overall.

Data Center & Cloud Security
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Security in the Cloud: Key 
Considerations & Tools
by Jose Ferreira, Security Strategist and Steve Vinsik, Senior Director, Forsythe

Securing sensitive data in the 
cloud is a constant challenge. 
The shared nature of public cloud — where multiple 

organizations may use the same resources — requires IT 

security teams to acknowledge that they aren’t always in 

control of their resources. Public cloud security concerns 

range from vulnerabilities and abuse of cloud services all 

the way to malware injection and data breaches.

However, cloud computing is not essentially insecure; it 

just needs to be managed in a secure way. 

All Models Are Not Secured Equally

Cloud computing is highly distributed and fluid, with applications 

and user accounts constantly shifting within data centers, hybrid 

clouds, and public cloud services. Therefore, cloud requires a 

new approach to security — one that has less of a perimeter to 

guard and more of a premium on data security, risk, monitoring, 

and audits. 
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Virtualization

Servers

Storage
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PaaS
Applications
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Data
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Middleware

OS

Virtualization

Servers

Storage

Networking

VENDOR MANAGES YOU MANAGE

Develop a clear understanding of your cloud service models, 

because security issues vary depending on which ones you use. 

To the right is an image that shows the differences between 

cloud service models:
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Infrastructure  
as a Service
(IaaS)
When you use a virtualized environment, 
not all of your resources will be under 
your direct control. Weaknesses in your 
provider’s security can have a dramatic 
impact on your own security posture. 

The security concerns around IaaS are 
similar to those of a traditional, corporate 
data center. They include:

• Protecting sensitive data and  
intellectual property

• Standardizing identity management 
procedures across on-premise and  
cloud providers

• Ensuring compliance standards are 
evaluated and met

• Auditing cloud provider to meet 
compliance requirements

• Addressing how virtual machines are 
created, configured, secured, and 
spun down, which can help you avoid 
uncontrolled and unsecured images

Software
as a Service
(SaaS)
SaaS security concerns focus on  
managing access to applications 
and minimizing risks to data. 
Organizations need insight into which 
applications — both sanctioned and 
unsanctioned — are in use across the 
organization, and their associated 
risks. Since cloud applications 
typically have different administrative 
user interfaces (UIs), with different 
features and capabilities, it is 
important to be able to manage 
and enforce security policies across 
disparate applications.

• IAM controls, such as single  
sign-on and federation

• Cloud access security brokers

• Data protection controls, such  
as data loss prevention (DLP)  
and encryption

• Access policies

Platform 
as a Service
(PaaS)
Since PaaS is based on using shared 
resources (such as hardware, network, 
and security provisions), security  
concerns around this model focus  
on data protection. 

An important element to consider 
with PaaS is the possibility of a cloud 
provider outage. Your security plans 
should allow you to load balance across 
regional zones or providers to ensure 
failover in case of an outage. 

Additional considerations include:

• Encrypting data

• Securing applications and  
configurations

• Monitoring access and usage 

• Understanding regulatory issues  
in different regions
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Key Security Controls 
Your security controls need enhanced flexibility to meet the challenges of cloud computing.  
Here are some tools that can help you securely use the cloud, mapped to cloud models:

HOST 
IaaSInfrastructure- 

as-a-Service

BUILD 
PaaS Platform- 

as-a-Service

CONSUME 
SaaS Software- 

as-a-Service

Identity & Access Management (IAM)
Identity and access management tools help organizations grant and control access to cloud-based 
resources, ensuring that the right individuals have access to the right resources at the right times. Five 
key components of identity management include provisioning, access management, governance and 
recertification, federated identities/single sign-on, and privileged user management. Cloud security efforts 
should include a special focus on privileged users, as well as federation and single sign-on capabilities. 
The ability to standardize on credentials and roles, and quickly deprovision access is key to minimizing 
security risks in cloud.

Data Protection Solutions
At a minimum, all data stored in the cloud should be encrypted. While many of the SaaS and PaaS vendors 
provide some level of encryption, they also maintain and store the encryption keys, which presents a risk. 
Organizations should therefore consider the use of third-party encryption solutions that can work across 
key SaaS and PaaS vendors to encrypt data while leaving the management and control of the encryption 
keys to the organization. Organizations should also leverage a CASB or deploy/expand on their DLP 
solution to handle monitoring and alerting related to sensitive data being accessed and copied/moved/
deleted to and from the cloud. 

Cloud Access Security Broker (CASB)
CASBs are policy enforcement points that sit between an organization’s on-premises infrastructure and 
a cloud provider’s infrastructure. They act as gatekeepers, interposing enterprise security policies as 
cloud-based resources are accessed. CASBs leverage multiple types of security policy enforcement; 
sample policies include authentication, single sign-on, authorization, credential mapping, device profiling, 
encryption, tokenization, DLP, logging, alerting, malware protection, etc.

Virtual Workload Protection
A “workload” can be broadly defined as “the total requests made by the users and applications of a 
system.” For IaaS deployments such as AWS, it is key to be able to secure the virtual workloads as if 
they were stored on premise. The types of controls that should be considered to protect organizational 
workloads within IaaS deployments include, but are not limited to next-generation firewalls (NGFW), 
microsegmentation, server anti-malware, log management/security information event management (SIEM), 
and security orchestration.

Data Center & Cloud Security
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SECUITY 
PROGRAM  
GOVERNANCE
Secure your extended enterprise.
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The advantages of the cloud — having data go wherever it can 
effectively be managed and used at the time — also creates 
problems. There may be substantive regulatory impacts when 
data moves cross-border. Many organizations have to know if 
their data leaves the U.S., and if their European Union (EU) data 

leaves the EU. You can’t always assure that with a cloud provider. 
Vendor termination also poses a problem. When you sever a 
vendor relationship, it is important to ensure that your data is either 
returned to you or destroyed. Because of how cloud data is stored, 
that’s not always possible. 

An effective third-party risk management program is essential not 
only to compliance efforts, but to your overall security posture.

Security Program Governance

by Brad Keller, Senior Director, Third-Party Strategy, Prevalent

The simple truth is that the security measures 
organizations put in place are not enough to protect 
them from threats. Third parties can present the 
greatest area of risk exposure — both for data security 
and for regulatory compliance. It is much easier for 
hackers to penetrate smaller third-party vendors to get 
to larger business partners with more robust controls. 

Knowing the Risks
As organizations increasingly outsource non-core business processes, 
customer and proprietary data — along with access to critical systems 
— moves beyond their direct control. Once you are no longer directly 
responsible for controlling all access to systems and those who touch 
your data, you lose visibility into all of the places it can go. This has a 
spider web effect; companies who outsource often discover that the 
vendor they’re outsourcing to plans to outsource as well. 

Not knowing where your data is doesn’t just pose security problems, 
it has potential regulatory impact. Regulatory pressure around data 
protection and data privacy is increasing, and the ramifications of 
non-compliance broaden significantly when you think about all of the 
third parties that are essential to your daily operations. 

A Growing Problem
A Ponemon Institute survey of nearly 600 
professionals at organizations with a vendor 
data risk management program revealed 

that only 38 percent evaluate the security and privacy 
practices of all vendors before starting a business 
relationship that requires the sharing of sensitive or 
confidential information.

Best Practices for Reducing 
Third-Party Risk 
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1 Invest Time in Foundational Elements 

Too often, when companies set out to assess vendors, they rush into 
developing a questionnaire and initiate assessments without having created 
the framework for doing so. It is important that the foundational elements 
of a successful program — policies, procedures, a comprehensive vendor 
inventory, and the appropriate way of contracting — are well-established. 
In order to do this, the right stakeholders need to be involved. Vendors are 
the partners of the business unit and need to be treated accordingly by the 
group that conducts risk assessments. Vendors have to be comfortable with 
the process, understand what has to be done, and help to determine what 
happens when controls aren’t found to be in place. 

2 Look at It as a Lifecycle 

Organizations sometimes develop inaccurate expectations about the scope 
of third-party risk initiatives. Develop your program to make sure that you 
address the entire lifecycle of your vendor relationships — from selection, to 
onboarding, to management to termination — and carefully evaluate the cost 
and effort involved in each step. 

3 Engage in Vendor Prioritization 

It is critical to have a current vendor list that includes the services they 
provide, the data they access, and the criticality of their services (from an 
availability standpoint). Which vendors you need to assess, and what you 
need to ask them depends on who they are, and what they do for you.  
Vendor risk framing starts by assigning a risk rating to the type of service 
being provided. Start with the risk that is inherent with outsourcing that 
function. Consider that risk and the security and data protection  
requirements that need to be placed on any company that’s going to  
provide that service. That is the inherent risk calculation that will help  
to place them in the right risk categories.

4 Get the Contracting Right 

A vendor contract is the playbook that details what you can do throughout 
the relationship. Alignment and synergy need to exist between the 
contracting process and the people who understand and can define what 
the risk requirements need to be for that type of service. Whomever is 
responsible for the contract (Legal, Procurement etc.) should be aware of the 
provisions required to address the risks associated with a vendor. All contracts 
are not equal; vendors need to be held to different accountability standards 
based on what they are providing. 

5 Assess Your Maturity 

Evaluating the maturity of your program is essential. One area may be more 
evolved than another. For example, if you’re in a regulated industry such 
as financial services, the part of your program that is subject to regulatory 
requirements needs to be more mature than it would be if you were in an 
unregulated industry. Assess the maturity of the different pieces of your 
program and decide which of them need attention.

6 Look at Reporting from the Top Down 

Don’t start the reporting process by trying to figure out what data you need 
to gather. Start by considering all of the reports you have to deliver and who 
you need to deliver them to. Then you can easily work backward to determine 
what data you need. There are two central areas to report on — risk and 
operational effectiveness.

• What risk is the company subjected to by outsourcing a type of  
service, by vendor, or by service type? 

• How effective is the program? Operational assumptions and  
program performance metrics can help demonstrate the  
effectiveness of your program and why you may need more  
resources to accomplish your goals.

Security Program Governance

10 BEST PRACTICES FOR SUCCESS
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7 Leverage Automation 

Assessing your third parties can be a time-consuming, manual effort. In 
fact, 40 to 50 percent of the time spent involves the process of sending 
out questionnaires, getting answers back, and validating vendor responses 
and documentation. Automation can free risk assessors from tasks that 
don’t involve their skill sets and speed the process up. With an automated 
solution, an individual assessor can easily conduct three to six times as many 
assessments in a year as they can manually.

8 Treat Them Like a Partner 

Many vendors get assessed often, have good security in place, and don’t 
want to go through the process hundreds of times a year. When the vendor 
you need to assess is providing something that is critical to delivering your 
own products and services, be sure to treat them like a partner, rather than 
simply dictating what they’re going to need to do for you. Make sure they 
understand from the beginning what you’re doing, why you need to do it, and 
what information you need. A lot of vendors put together a strong package 
of information to share with partners that you can use. Those that don’t have 
information prepared and object to being assessed may be doing so because 

they can’t possibly meet requirements; therefore, they should not have 
been on-boarded in the first place. And when it comes to post-assessment 
remediation, try to put yourself in the place of the vendor. If they don’t have 
the necessary controls in place, work with your stakeholder business unit to 
get them implemented, but be fair and reasonable in the expectations you 
place on the vendor.

9 Assess Consistently 

Sometimes the desire to move quickly — so that a vendor’s product or service 
can be delivered and start generating revenue — leads companies to initially 
conduct one level of assessment and then shift to a more extensive version 
afterward. The problem with this is that may lead you to take on levels of risk 
you’re not aware of. Without a comprehensive assessment, you may later 
discover that they don’t have certain controls in place and cannot meet  
your requirements. 

10 Monitor External Factors 

Vendor assessments provide static, point-in-time perspectives; it is important 
to also monitor outside the scope of the contract for additional factors that 
are not part of a normal assessment. Consider the following questions:

• Does the vendor face legal action that could impair their ability to  
deliver services? 

• What is their financial condition? 

• Are they involved in breach incidents at locations other than the locations 
where my work is performed? 

• Are they subject to regulatory action (OFAC, FTC, or others)?

• Are their executives subject to SEC investigation?

DON’T LEAVE YOUR COMPANY’S REPUTATION IN SOMEONE ELSE’S HANDS Outsourcing has 
clear benefits — from lower costs to increased efficiency and productivity in non-core business processes. But the value 
third parties bring can be eroded by associated risks. Third-party weaknesses are your weaknesses. By developing and 
maintaining an effective third-party risk management program, you can help ensure that your vendors have strong 
controls in place and protect your organization from fiscal, operational, regulatory and reputational risk.

Security Program Governance

Percentage of Companies Lacking Trust in Third-Parties to  
Notify Them of a Breach Involving Their Sensitive Information
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– Beazley Breach Insights, July 2017
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The Value of Knowing the Score
by Thomas Eck, Director and Anne Grahn, Senior Security Communications Specialist, Forsythe

Just as credit lenders don’t want high-risk 
customers, businesses don’t want high-risk 
partners. Security scoring utilizes predictive 
analytics and security risk assessment 
tools to issue FICO-like scores — or grades 
ranging from A to F — to help predict an 
organization’s likelihood of a breach. 

In addition to providing visibility into the security posture  
of third-party vendors and partners, security ratings are used  
by cyber insurance underwriters to evaluate a company’s 
potential risk, and by security executives to explain risks to 
their board of directors in an easy-to-understand way. It is 
important to note that while a scorecard can provide a general 
understanding of risk within an organization, it should not be 
used as a substitute for more detailed due diligence and  
vendor management processes.

Security Program Governance

ARE YOU A SAFE BET?
Security rating providers analyze a company’s 
security posture using externally accessible 
data that they don’t need permission to access. 

This means you could have a security score without even 
knowing it. Like it or not, your score will factor into cyber 
insurance and could end up losing you money.

THE	MAKINGS	OF	A	SCORE

We think that at some point in the near term, a 
cybersecurity score will be as important as a credit score 
when organizations look to sign up for a partnership.

Jeffrey Wheatman, Research Director, Security and Risk Management at Gartner

Surveillance	of	Security	Practices

• Vulnerabilities to active gateways

• Encryption

• Multi-factor authentication

• File sharing practices

• Open ports

• Leaked credentials found on the web

• Spam coming from the company

• Patching efficiency
• Email server security

Publicly	Available	Intelligence

• Open source malware intelligence

• Hacker/Dark Web chatter

• Subscription threat intelligence  
data feeds

Historical	Data	&	Analytics

•  Historical data as behavioral baseline •  Proprietary algorithms
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Accelerating Incident 
Response
by Thomas Eck, Director and Bryan Fischer, Senior Director, Forsythe

Security Program Governance

Given the speed of today’s threats, 
it has never been more important to 
accelerate the process of detecting, 
containing, and remediating 
security incidents. 
Historically, too much security spending has focused on the prevention of 
attacks and not enough has gone towards preparing for the inevitable.

• Prevention alone fails: just read the data breach headlines making 
news on a weekly — if not daily — basis.

• Detection alone fails: consider the fact that approximately half of 
incidents are detected externally by law enforcement such as the FBI, 
not internally by the victim organizations themselves.

• What’s left when all else fails? Incident response. Plan, protect, detect, 
and respond — continuously. 

Having a well-established plan of action that can be immediately 
executed following a breach is critical to limiting costs and damage  
to the company’s reputation.

 

Having an IR team — either  
in-house, via a third party or  
a combination of both —  
can reduce the cost of a data  
breach by $19.30 per record. FOR	A	
BREACH	OF	10,000	RECORDS,	THAT	
REPRESENTS	SAVINGS	OF	$193,000	—	
OR	$1.9	MILLION	FOR	A	BREACH	OF	

100,000	RECORDS.

– Ponemon Institute 2017 Cost of Data Breach Study
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NIST 800-61

The National Institute of 
Standards and Technology 
developed this framework to 
help organizations develop 
their incident response teams 
and processes in order to 
properly plan for, assess, 
respond to, and recover from 
potential threats.

CERT (CSIRT)

The Computer Emergency 
Response Team created this 
handbook, which includes a 
popular framework companies 
often use to model their own 
incident response plans. The 
handbook also covers how to set 
up an IRT, as well as tools and 
workflows to facilitate effective 
response to security events.

ISACA

Developed by the Information 
Systems Audit and Control 
Association (ISACA), this framework 
is an incident response plan 
companies use when becoming 
COBIT compliant. It models the 
ways in which companies can 
manage risk and establish controls 
and protections over information 
systems, technologies, and 
intellectual property.

ISO/IEC 270035

The International Organization 
for Standardization (ISO) and the 
International Electrotechnical 
Commission (IEC) developed this 
rigid and formal incident response 
framework that organizations 
are required to implement when 
becoming ISO 27001 compliant; 
it establishes specific and detailed 
steps to manage and respond to 
security threats.

Popular Incident Response Frameworks

Each framework takes a different approach and some are more detailed than others, but there are 
four main stages in every incident response plan:

Many organizations rely on incident response frameworks to help them develop internal processes:

PREPARATION
DETECTION  
AND ANALYSIS

CONTAINMENT,   
ERADICATION,  
AND RECOVERY

POST-INCIDENT 
ACTIVITY1 2 3 4
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1 Put the Right Team in Place

Effective response to a substantial breach involves many different 
stakeholders to guide the company’s actions. The size of the Incident 
Response Team (IRT) will depend on the geographic reach, sophistication and 
data loss exposure of your organization, but should include key individuals 
within the equivalent of the following groups:

• Security Management

• Legal/Enterprise Risk Management

• IT Services (including external hosting and service providers)

• Human Resources Management

• Security Operations (SecOps)

• Data Owners

• Corporate Communications/Public Relations

• Cyber Insurance Provider

Different people may need to participate on the team following a specific 
incident depending on the relative severity of the breach, the type of 
breach (whether it’s an external attack or insider theft, for example), or 
the type of data compromised. Once a formal incident response plan has 
been developed, The IRT should be responsible for communicating roles 
and responsibilities to all relevant parties, keeping executive management 
and corporate boards up-to-date on breach and response developments, 
communicating internally to employees, tracking and meeting breach-
notification deadlines imposed by regulatory requirements and vendor 
agreements, ensuring the confidentiality of internal discussions and plans 
involving outside resources, and actively participating in regular  
cadence meetings.

2 Identify & Engage With Outside Experts

Breach developments move quickly, and timely response is critical. It is 
important to identify and hire the outside experts needed to help your 
organization meet obligations and minimize liability. An effective incident 
response plan includes detailing each outside resource, including their 
offerings, pricing, full contact information and the identification of a backup 
person in case of unavailability. The following should be considered:

• External legal counsel

• Forensics providers who can help to investigate and remediate intrusions

• Public relations experts who can facilitate customer-facing messaging,  
and any communications with the press 

• Insurance brokers who can identify breach-related benefits within  
general policies as well as any cybersecurity policies and provide formal 
loss claim notices

Establishing an understanding of how to engage each resource, and ensuring 
they are aligned with applicable cyber insurance lists is critical.

3 Create a Prioritized Checklist

Enterprise IR plans should include a well-documented checklist of prioritized 
actions to be taken immediately after learning of a significant potential 
breach. Action items should align with the type and severity of the breach. 
While minor breaches may be left to the discretion of security management, 
others may require the participation of the entire response team, across all 
locations. Make sure that the process for initiating the use of the list is clear, 
and that there is a well-communicated understanding of who, where, what 
and how to take the first step towards response. It is not enough to just have 

In addition to the guidance provided by frameworks, there are five important 
considerations when developing or maturing cybersecurity incident response plans. 
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the list at hand; be prepared for an active response. Some key checklist  
items include:

• Identifying and activating internal and outside response teams for the type 
of breach

• Establishing a secure perimeter around any equipment or systems 
believed to be part of a breach and taking potentially compromised 
systems offline

• Getting forensics staff on site to determine whether an intrusion  
has occurred

• Conducting interviews of those with insight into the potential breach

• Discussing initial action items 

4 Leverage Automation

Many of the steps involved in incident response can be tedious and time-
consuming. Organizations that are struggling and looking to improve security 
operations center (SOC) productivity have been turning to automation for 
help — especially in the middle of the incident response process, when the 
most detailed, repetitive, and time-sensitive tasks occur. These tasks include 
detection, analysis and response, and are typically found in the detection 
and analysis, and containment, eradication and recovery phases. By carefully 
integrating security tools, you can use incident response automation to 
advance your detection capabilities and improve your response time 
significantly, allowing for faster triage and containment.

If a computer is infected with malware, for instance, the traditional approach 
was to physically go to that machine and make copies of evidence for 
analysis. That can take days, and during that time costs — and publicity 
issues — can quickly escalate. Automating these functions with the latest in 

endpoint detection and response (EDR) tools can speed the response time.  
In just a few hours, digital forensics can process the data and produce a 
report, providing the information the organization needs. What used to  
be an inconsistent, time-consuming process is now consistent, standardized 
and streamlined.

5 Review and Update the Plan

Incident response plans need to be reviewed and updated at least once per 
year and sometimes more, depending on the organization’s size and risk profile. 
Internal and external team members come and go, provider agreements can 
expire or be terminated, and security-related deadlines within partner contract 
provisions and regulatory breach notification requirements continue to change. 
The plan should be kept up-to-date, with current service provider arrangements 
so external assistance can be brought in as needed.

Large companies often choose to routinely conduct interactive incident 
response tabletop exercises, or “war games” to test the performance of their 
IRT and plan, and the responsiveness of employees ranging from security 
team members up through the C-suite and affected business units in a variety 
of scenarios. This helps to ensure that everyone knows their role and what is 
expected of them, so they can interact effectively and identify areas that need 
improvement. Depending on the skills of your team, red team/blue team 
excercises, or even purple teaming excercises can be leveraged.

Security Program Governance

PREVENT	INCIDENTS	FROM	BECOMING	CATASTROPHES	The true security of your business 
— your ability to maintain competitive advantage, manage your reputation and retain customers — depends on mitigating risk. Most 
organizations are going to experience security incidents regularly. Accept that it’s going to happen, and be prepared to handle the situation. 
With the right team, tools and strategic partnerships in place, you can continuously test your current program and extend your capabilities 
to better prevent, detect and respond to security incidents. A comprehensive incident response plan will enable your organization to 
respond quickly and aggressively to an attack, minimize damage and align defenses to protect against future intrusions.

A recent SANS incident response 
survey found that 42 PERCENT OF 
ORGANIZATIONS CURRENTLY DO 
NOT ASSESS THEIR IR PROGRAM.
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APPLICATION  
SECURITY
Create repeatable application risk  
management processes.
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Application Security

by David Hove, Director and Ben Holder, Senior Principal Consultant, Forsythe

The Challenge

For most security practitioners, habits are formed through typical enterprise 

security program activities. We patch, we scan, we adjust compensating controls, 

we document vulnerability status, and then repeat the process.

Organizations that are proficient with typical enterprise vulnerability management 

programs tend to try to apply that methodology to internal application security. 

Traditional enterprise security relies on fixes that have been provided in the 

form of a patch by developers such as Microsoft. However, when it comes to 

an internally developed application, the responsibility falls to the organization 

to perform static code analysis, dynamic testing, and the implementation and 

mantainance of compensating controls. Application security — like enterprise 

security — is a constant process of evaluation and remediation, but the roads to 

success are quite different.

Common Vulnerability Sources

The majority of organizations encounter application 

vulnerabilities from three specific areas. The first 

is insecure code. Secure coding techniques aren’t 

part of the common curriculum. The learning path 

of a college-educated developer usually doesn’t 

focus on security. A few universities do, some 

devote a few credit hours to the study of general 

security techniques, and others omit it completely. 

Development is a nuanced area of study with a 

variety of specialties, making it difficult to effectively 

teach general security, let alone web application-

specific security techniques. This makes the study 

of secure coding an individual endeavor, or places 

the responsibility in the hands of an employer. 

The inevitable outcome is that insecure code is 

written, and vulnerabilities are created because the 

developer is unaware of the potential risk associated 

with a technique or method.

Many organizations are struggling to adapt their application 
security practices to meet current threats. Application 
development and testing are often separate efforts, with 
testing-related findings leading remediation efforts. Like 
any good security initiative, your approach to application 
security should be integrated, and take advantage of 
multiple forms of detection, prevention and remediation.

Developing a Strong Application 
Security Program
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Application Security

OPEN	SOURCE	IS	

UBIQUITOUS

Open source components 

are pervasive in both 

commercial and internal 

applications, providing 

attackers with a target-

rich environment when 

vulnerabilities are disclosed.

HACKERS	TRACK	

VULNERABILITIES

 Vulnerabilities – and 

often exploits – are 

publicly reported through 

sources like the National 

Vulnerability Database 

(NVD), mailing lists, and 

project home pages.

UNLIKE	COMMERCIAL	

SOFTWARE

While commercial software 

updates are automatically 

“pushed” to users, open source 

has a “pull” support model – users 

are responsible for keeping track 

of vulnerabilities, as well as fixes 

and updates.

POOR	USAGE		

MONITORING

Open source can enter code 

bases in a variety of ways. If an 

organization is not aware of all 

the open source in use, it cannot 

defend against common attacks 

targeting known vulnerabilities 

in those components.

The second is a lack of in-depth code review. Many development 

teams utilize a Dynamic Application Security Testing (DAST) tool as 

a means for locating issues in their applications. While this helps, it 

commonly results only in specific issues being remediated. There isn’t 

a deeper review of the code to determine the root of the problem, 

and the underlying cause of the vulnerability remains unresolved.  

The application security and vulnerability management lifecycle 

should leverage a variety of techniques to discover, isolate and 

remediate vulnerabilities. In addition to DAST, Static Application 

Security Testing (SAST) should be utilized to perform a focused 

review of the application source code to discover and remediate 

vulnerabilities at a fundamental level. 

The third is an over-reliance on open source content. Open source 

software is a foundational element in the applications we interact 

with every day — including Google, Amazon, Netflix and Uber — 

because it is time and cost-efficient, and facilitates productivity 

and innovation. According to Forrester, developers are using open 

source components as their foundation, creating applications with 

only 10 to 20 percent custom code. Unfortunately, many open source 

components come with liabilities in their license agreements, and one 

out of every 16 open source download requests is for a component 

with a known vulnerability. 

Open source is not inherently bad; however, many organizations are not effectively tracking and managing it and as a result, are not fully aware of 

the risks that accompany its use. When the majority of an application is comprised of open source content, it means that the majority of the code 

can be freely analyzed by attackers — and software applications are a preferred target.
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KEY APPLICATION SECURITY TECHNOLOGIES

Dynamic Application 
Security Testing (DAST)

DAST technologies detect 
conditions indicative of a 
security vulnerability in an 
application in its running 
state. Most DAST solutions 
test only the exposed HTTP 
and HTML interfaces of Web-
enabled applications; however, 
some solutions are designed 
specifically for non-Web 
protocol and data malformation 
(for example, remote procedure 
call, Session Initiation Protocol 
[SIP] and so on).

Integrated Application 
Security Testing (IAST)

IAST uses instrumentation that 
combines dynamic application 
security testing (DAST) and 
static application security 
testing (SAST) techniques 
to increase the accuracy of 
application security testing. 
Instrumentation allows 
DAST-like confirmation of 
exploit success and SAST-like 
coverage of the application 
code, and, in some cases, 
allows security testing as part 
of general application testing. 
IAST can be run stand-alone, 
or as part of a larger AST 
solution, typically DAST.

Static Application 
Security Testing (SAST)

SAST technologies are 
designed to analyze application 
source code, byte code and 
binaries for coding and design 
conditions that are indicative 
of security vulnerabilities. SAST 
solutions analyze an application 
from the “inside out” in a non-
running state. Because SAST 
looks at code before it’s been 
compiled without executing 
anything, it can be employed 
early in the SDLC.

Mediated Application 
Programming Interfaces 
(APIs)

A mediated API is a design 
pattern in which an API 
is virtualized, managed, 
protected and enriched by 
a mediation layer. This layer 
can enforce policy and inject 
capabilities into the API 
interaction for increased agility, 
usability, performance, security 
and control. A mediated API 
allows a service to expose 
an “inner API” that directly 
reflects its domain model, 
and one or more “outer APIs” 
tailored to support specific 
client requirements. 

Software Composition 
Analysis (SCA)

SCA solutions analyze open 
source and commercial code, 
providing visibility across the 
organization’s application 
landscape, and helping to 
build an inventory of open 
source components to 
identify vulnerabilities. They 
gather vulnerability data from 
multiple sources — including 
crowdsourcing, enable 
greater insight into license 
risks, provide flexible policy 
enforcement so that users can 
group policies when applicable 
to reduce the workload on 
security staff and developers, 
and support existing 
development processes.

To reduce open-source risks, security professionals are increasingly turning to software composition analysis (SCA) tools. SCA solutions analyze 

open source and commercial code, providing comprehensive visibility across the organization’s application landscape, and helping to build an 

inventory of open source components to identify vulnerabilities. SCA is among the key tools organizations can leverage to adapt to increased 

application complexity and protect against attacks.

Integrating security into development processes is also essential, so that it can become synonymous with quality in the minds of developers.
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Addressing the Mindset Gap

As Facebook CSO Alex Stamos pointed out during the opening 

keynote at Black Hat USA 2017, the security community celebrates 

breaking much more than defense, and needs to work harder to build 

architectures that are resilient to failure, and relationships between 

the security side and developers. The gap in the mindsets of software 

builders and security teams needs to be addressed. 

If you put a developer, a penetration tester, and a security analyst in a 

room and have them discuss vulnerabilities it will likely end in raised 

voices, and someone storming off. 

 “We don’t speak the same language. We don’t share the same goals”, 

said April Wright, Senior Security and Compliance Manager for 

Verizon Wireline during Black Hat. Security’s objectives, she pointed 

out, involve secure software development lifecycle (SDLC), post-

launch/post-release operational security, compliance and sunsetting 

at end-of-life (EOL). Conversely, the top goals for builders are metrics 

and market-based with a focus on speed, cost and quality.

It’s no wonder, she said, that the builders (Yellow Teams) don’t like 

the breakers (Red Teams) or the defenders (Blue Teams). Security’s 

interaction with builders is fairly infrequent, and usually only after an 

audit, or after a vulnerability is found in code. “We scold them after a 

Red test, tell them what they did wrong. We essentially point out the 

errors in their art. Imagine that feeling every time they interact with 

security teams”, she said.

In order for all of us to realize we’re actually on the same team and 

work effectively together, we need to work to incorporate security 

into developers’ overall mindset and idea of quality.

Integrating Security into DevOps

New approaches to managing application development are rapidly 

evolving to meet today’s challenges. The use of automation, and 

the alignment of development and operations teams is enabling 

customized software and business functions to be built more 

quickly, but security teams are often still seen as roadblocks, and are 

therefore left out of the DevOps conversation. Having personnel from 

development, security and operations collaborate on projects is vital 

to quality assurance. Security teams need to evolve and move faster 

in order to keep up and make an impact, so that DevOps and security 

can be aligned within a new approach — DevSecOps.

What is DevSecOps?
DevSecOps can be thought of as a continuous 
application delivery model that brings together 
development, security and IT operations 
personnel into a unified group to ensure security 
checks and controls are applied automatically 
and transparently throughout the software 
development lifecycle.

DevSecOps is about sustained collaboration, 
with an eye towards bridging the gap between 
speed and security.

DEV OPS

ConfigureCreate
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Helpful Tools

There are numerous application security standards and methods to choose from, such 
as the Open Web Application Security Project (OWASP) Top 10, ISO/IEC 27034 and 
NIST 800-53/64. 

OWASP is particularly useful; since 2001, it has provided a place for developers and 
security professionals alike to contribute to deep repositories of knowledge around 
the best ways to detect, remediate, and defend web applications.

OWASP publishes the “OWASP Top 10” list of most common web application security 
issues, and maintains projects focused on specific web application languages, such 
as Python, Ruby, and PHP. Two of the projects have been organized into large stores 
of information focused on two of the most popular languages in the Web Application 
space, .NET and JAVA. OWASP states that the “Project is a clearinghouse for all 
information related to building secure web application and services. The goal of the 
project is to provide deep content for all roles related to (.NET/JAVA) web applications 
and services.”

In addition to resources such as OWASP, infrastructure as code (IaC) automation tools 
can help your organization automate and accelerate DevOps processes. Two of the 
most popular are Chef and Puppet.

Planning for DevSecOps

Threat Assessment

When planning for DevSecOps, security teams first need to perform threat 
assessments, so that they have better visibility into the types and sensitivity levels of 
the assets they are protecting, and the most likely threat vectors for those assets.

Getting Buy-In

Developing a DevSecOps program requires a commitment on the part of the security 
team to work side by side with the development and operations teams, and getting 
buy-in from all of the stakeholders to embed security controls and processes into the 
entire DevOps workflow.

Putting the “Sec” Into DevOps

Security teams need to demonstrate that they can provide a series of tests and quality 
conditions on production code pushes, without slowing down the process. If security 
parameters and metrics are incorporated into development and test qualifications, 
then the likelihood of security being incorporated into DevOps processes is much 
higher. Additionally, security teams should look to integrate automated dynamic and 
static code testing throughout the development and promotion lifecycle to help 
detect and fix code flaws.

Chef: A Ruby-driven framework that is used to create configuration 
“recipes” and “cookbooks.” The goal is an increased number of automated 
configurations of controls across multiple servers in virtualized and cloud 
data centers. Chef is ideal for building automated “blueprints” of systems 
for rapid template-based builds, as well as recovery and cloning of 
environments in very short time frames.

Puppet: A configuration management toolkit that stores “puppet 
manifests,” which are descriptions of systems and their state. Puppet 
automatically discovers and updates the system states with a tool called 
Facter, and then creates and maintains dynamic system “catalogues” of 
configuration data. Many popular companies use Puppet including Disney, 
Google and Oracle.

Infrastucture as Code (IaC) Tools

OPTIMIZING APPLICATION SECURITY
The DevSecOps movement has just begun; companies have a significant window of opportunity to help change the underlying 
DevOps culture to embrace security, and make security and compliance controls an integral part of managing the code being 
developed all the way through to production. By putting security layers in place to address open source components, quickly 
acting on patch releases and software updates, and better aligning with development teams and IT operations groups to ensure 
that security principles and communication come into play every step of the way, your organization can accelerate the rollout of 
innovative new applications while defending against the exploitation of attack surfaces, and better managing application risk.

Application Security
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Identity and Access Management

5 Keys to Successful Identity  
& Access Management 
By Bryan Fischer and Anne Grahn, Senior Security Communications Specialist, Forsythe

Users and their identities are among the most vulnerable links in a 
network, and controlling access to corporate assets has become a 
critical challenge. Identity and access management (IAM) technology 
has emerged from the back office to become a key enabler for the 
digital world, and it involves more than just governing employee 
access. With the disappearance of the traditional security perimeter 
and widespread adoption of cloud computing, sensitive data is being 
distributed farther than ever across locations, devices and repositories. 
Organizations need to provide secure access to resources across a 
globally connected web of users — including employees, partners and 
customers — who are accessing IT environments wherever, whenever, 
and however they choose. 

IAM strategies need to be able to accept external identities via federated 

connections, apply risk-based authentication methods to ensure strong 

authorization across dynamic ecosystems, and provide insight and control  

over how customers, employees and partners interact with applications,  

data, and services. 

A successful IAM strategy includes the following:

1  KEY STAKEHOLDERS

Identifying and involving key stakeholders will 

enable the identification of business drivers, desired 

outcomes and success criteria. Stakeholders 

involved could include the following: 

• CISO 

• IT Operations

• Business unit leads

• HR

• Audit/compliance

• Application owners

2  GAP ANALYSIS & ROADMAP

Consider your business objectives, and define your 

desired future state; then assess your current state 
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to identify gaps. Document your strategy and the metrics you will use to gauge 

success, along with a comprehensive roadmap and recommendations for the 

sequence of projects that will be necessary to execute your strategy. Defining 

stages of delivery will enable you to break the project into a smaller, phased 

deployment; this reduces the risk of project failure. It is important to understand 

how effective your current controls are, and determine how they assist with the 

broader strategy.

3  POLICIES, PROCESSES AND WORKFLOWS

For IAM solutions to provide protection without impacting user experience, 

policies, processes and associated workflows must be in place. Existing IAM 

policies should be reviewed and updated to reflect the new approach and where 

SUPPORTIVE IAM TECHNOLOGIES & SERVICES
Identity Governance & 
Administration (IGA) 

IGA solutions manage 
identity and access for users 
across multiple systems by 
aggregating and correlating 
disparate identity and access 
rights data to enhance access 
control. The aggregated data 
serves as the basis for core IGA 
functions, including identity 
lifecycle and entitlements 
management, access requests 
with approval workflows, access 
certification, and role-based/ 
policy-driven administration, 
fulfilment, auditing, reporting  
and analytics.

User & Entity Behavior 
Analytics (UEBA) 

IGA solutions manage 
identity and access for users 
across multiple systems by 
aggregating and correlating 
disparate identity and access 
rights data to enhance access 
control. The aggregated data 
serves as the basis for core IGA 
functions, including identity 
lifecycle and entitlements 
management, access requests 
with approval workflows, access 
certification, and role-based/ 
policy-driven administration, 
fulfilment, auditing, reporting 
and analytics.

Privileged Access 
Management (PAM)

PAM controls help 
organizations restrict privileged 
access within an existing Active 
Directory (AD) environment. 
PAM accomplishes two goals: 
re-establishing control over a 
compromised AD environment 
by maintaining a separate 
bastion environment that 
is unaffected by malicious 
attacks, and isolating the use of 
privileged accounts to reduce 
the risk of those credentials 
being stolen.

Identity as a Service 
(IDaaS)

IDaaS is a cloud-based service 
that provides a set of IAM 
functions to target systems on 
premises and/or in the cloud. 
IDaaS functionality includes: 

•  IGA, including the ability 
to provision identities held 
by the service to target 
applications.

•  Access, including user 
authentication and single 
sign-on.

• Intelligence, including 
logging events and 
providing reporting 
that helps to reveal who 
accessed what, and when.

System for Cross-
Domain Identity 
Management (SCIM) 

SCIM specifications provide 
an application-level, REST/
JavaScript Object Notation 
(JSON) protocol and schema 
for provisioning and managing 
identity data on the web. The 
protocol supports the creation, 
modification, retrieval and 
discovery of identity resources, 
such as users, things and 
groups, as well as custom 
resource extensions.

they do not exist, they should be developed. New 

processes and workflows can impact existing controls, 

and may need to be updated.

4  AGILE SOLUTIONS

IAM requirements and solutions are diversifying as 

programs include multiple digital platforms and tools. 

Several technologies and services help to enhance 

operational efficiency and security effectiveness. There 

are a multitude of architectural options including 

on-premises, software-as-a-service (SaaS), managed 

service, or hybrid approaches.
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5  MANAGEMENT AND OPTIMIZATION

Treat IAM as a continuous program rather than a project, 

and as a company-wide responsibility — not just a 

security responsibility. Ensure you have the right staff 

in place to support your strategy, and buy-in at a high 

level within the organization. Utilize metrics to measure 

and monitor its effectiveness, and make continuous 

improvements. This will help to demonstrate value to the 

business, and align priorities with business objectives. 

Managed Services Reduce the Burden

Even with the right strategy and technology in place, organizations may not have the appropriate in-house staff to perform the 
monitoring required to act quickly, the budget to hire additional people, or both. Managed service providers (MSPs) can help. MSPs 
have the technology and people in place to provide the type of 24/7 monitoring that is needed, at a reduced cost. They can be 
your “eyes and ears,” identifying problems and anomalies as they occur, and either passing the information along to the internal 
team or resolving issues themselves. Having a managed services provider allows internal resources to focus on more strategic 
objectives, and relieves the burden of having to constantly update and maintain monitoring tools and systems.

Realize the Value of IAM

IAM technology can generate the intelligence about identity and access activities you need to increase your understanding of 
broader security events and advance your overall security posture. With a robust program that incorporates IAM solutions and 
services that align with the needs of your business, you can have a more streamlined digital identity workflow, collaborate securely 
with users, proactively manage the identities and entitlements of people, services and devices, and more effectively protect your 
enterprise data.

Gartner predicts through 2019, organizations 
without formal IAM programs will spend

while realizing fewer business objectives 
than organizations with such programs.

40%	MORE	ON	IAM	CAPABILITIES
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Staying Ahead of Cyber Risks

by Dragana Vranic, Vice President, Managed Services, Forsythe

Managed Security Services Drivers

•  Lack of available security practitioners to hire

•  Speed and complexity of cyber attacks across traditional and cloud environments

•  Need for 24x7 monitoring and management to provide visibility and response

•  Pressure to ensure compliance with strict regulations

•  Lack of capital resources

Managed Security Services Benefits

•  Extends your team with consistent, 24x7 coverage

•  Maximizes threat detection and compliance capabilities

•  Streamlines upgrade and patch management processes

•  Frees in-house analysts for critical tasks

• Reduces costs and helps you maintain control over the security budget

According to a Forrester study of organizations with more than 500 employees:
are using an MSSP to provide 
24x7 IT systems monitoring57% 45% 41%are using an MSSP to provide 

threat detection and intelligence
are using an MSSP to provide 
technology assessment and analysis

Proactive security requires a skilled 
workforce. Organizations face the challenge 
of defending themselves against the 
increasing velocity and variety of attacks, 
while a shortage of cybersecurity talent  
has left them vulnerable.

Leveraging managed security services (MSS) can help companies 
mitigate security risks while improving overall operational 
efficiency and performance.

MSS providers (MSSPs) can extend your capabilities with real-
time notification of threats and help to determine which events 
are the most dangerous and critical to your business, enabling 
your team to take fast action. 

Incorporating managed services into your strategy better 
positions you to keep up with the output of security controls 
and streamline support across multiple product lines with a 
consistent, single point of contact.

Leveraging Managed  
Security Services
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Data Protection

Recognize data as a pervasive critical asset that crosses traditional boundaries on premises, 
and in public clouds. Implement a data-centric security strategy that prioritizes datasets 
and mitigates evolving threats and business risks. 

Threat & Vulnerability Management

Evaluate the effectiveness of the organization’s threat and vulnerability management 
initiatives against current threats, and align your efforts with business context and goals. 
Implement solutions to facilitate the secure management of IoT devices, and model 
potential threat impacts in order to address large volumes of vulnerabilities and develop 
more targeted mitigation plans.

Data Center & Cloud Security

Ensure appropriate controls are manifested both in existing infrastructure, and balanced 
in your approach to cloud security. Implement automation and orchestration to raise the 
productivity of engineers, reduce mean time to resolution, and integrate the controls 
needed to defend against agile threats.

Security Program Governance

Enhance security throughout your supply chain. Establish a third-party risk management 
program to better understand risks to your extended enterprise, and manage the actions 
of third parties in a strategic manner. Bolster incident response capabilities to accelerate 
the process of detecting, containing, and remediating incidents and meeting evolving 
regulatory requirements.

Application Security

Increase visibility into and control over the 
open source content you use, integrate 
technologies into existing workflows,  
prioritize vulnerabilities for remediation,  
and create repeatable application risk 
management processes. 

Identity & Access Management

Develop a strategy that centers on protecting 
sensitive data and applications, unifies the 
treatment of access channels, user populations 
and hosting models and supports the rapid 
adoption of cloud services.

GETTING THERE: CYBERSECURITY SUCCESS FACTORS

Building programmatically 

in these areas will help 

organizations defend 

against the global 

onslaught of cyber threats.

David Hove, Director, Forsythe

Staying Ahead of Cyber Risks
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9
APPENDIX
Are You Ready to 

Transform Your Enterprise 
Cybersecurity?
Increasing your maturity isn’t an overnight process. Whether you are looking to expand capabilities 
in specific areas or advance your security posture overall, Forsythe can help your organization start 
addressing today’s cybersecurity challenges, and prepare for the future so that you can propel 
transformation and achieve growth.

Contact Us to Start Your Transformation Today 

1-800-843-4488 or info@forsythe.com

mailto:info%40forsythe.com?subject=
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Pedro Abreu, Chief Strategy Officer, ForeScout

With more than 20 years of industry-leading operational and management 
experience, Pedro Abreu leads ForeScout’s corporate strategy. Prior to joining 
ForeScout, Pedro was Senior Vice President of Strategy and Go-To-Market 
Operations at Intel Security. In addition, he has held several senior-level strategy 
and operations roles with EMC, Documentum and McKinsey. 

LinkedIn Profile

Thomas Eck, Director, Forsythe

Thomas Eck is responsible for developing and managing strategic advisory 
engagements within Forsythe’s security practice. He has nearly 20 years of 
experience leading global teams and strategic initiatives within large enterprise 
environments. His unique background blends deep technical expertise across 
multiple domains of information security, Windows technologies, program 

management, and IT service management. Eck has a master of business administration degree from 
Duke University’s Fuqua School of Business.
LinkedIn Profile

Michael Qualley, Executive Vice President, Forsythe

As Forsythe’s executive vice president of technology solutions, Michael Qualley 
leads Forsythe’s solutions group, which includes Forsythe’s software defined data 
center (server, storage, network and workspace), data center solutions (migration, 
strategy, and engineering), and security lines of business. Qualley is responsible 
for Forsythe’s Technology Evaluation Center (TEC), one of the largest multivendor 

proof-of-concept labs in North America. He also leads Forsythe’s solutions operations (enablement, 
pursuit, and delivery) teams. Forsythe’s technology solutions teams deliver cross-platform, multi-
vendor technology solutions to Forsythe clients throughout North America. These teams work closely 
with more than 250 manufacturer partners and engage with Forsythe’s clients to tackle complex 
challenges and assist with formulating outcome-centric solutions that improves performance, reduces 
cost, lowers risk, and drives innovation. 
LinkedIn Profile

Bryan Fischer, Senior Director, Forsythe

As Senior Director responsible for Security Professional Services at Forsythe, 
Bryan oversees the development and delivery of our security solutions. He has 
spent 25 years as a cybersecurity and information risk management professional, 
focusing on addressing IT risk for Fortune 1000 companies throughout his career. 
Leading a cybersecurity team and transformational security programs, he works to 

strengthen an organization’s security posture by building a sustainable program that addresses risk 
through technical solutions and a comprehensive, programmatic approach.
LinkedIn Profile

Anne Grahn, Senior Security 
Communications Specialist, Forsythe

In her role as Senior Security Communications 
Specialist, Anne Grahn is responsible for internal 
and external communications related to Forsythe’s 
Security line of business. She has seven years of 

experience in information security, and extensive writing and editing 
expertise. She previously worked for Oracle Consulting, and holds a 
CISSP certification.
LinkedIn Profile

Matt Hartley, Vice President, Global 
Services & Intelligence Engineering, 
FireEye

As Vice President of Global Services & Intelligence 
Engineering, Matt Hartley oversees the design, 
development, and delivery of technology platforms 

for FireEye consultants, security operators, and threat intelligence 
analysts and clients. Matt has spent 19 years providing thought 
leadership and innovation in cyber security, threat intelligence, cyber 
warfare, and information operations throughout global industry and 
government in iSIGHT Partners, Lockheed Martin, Sytex, Inc., and  
the US Air Force. 
LinkedIn Profile

Ben Holder, Senior Principal Consultant, 
Forsythe

Ben Holder has nearly two decades of IT security 
experience, working as a penetration tester and 
security researcher. He spent 10 years in the 
U.S. Navy, and led the CCNA/MCSE education 

courses submariners went through prior to assuming IT leadership 
positions. He subsequently worked in submarine weapon system 
R&D for General Dynamics. For the last five years, he has focused 
on penetration testing, gap and regulatory assessments (GRC), 
and security team development. He is currently helping to manage 
Forsythe’s Threat Assessment Program.
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