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WELCOME TO THE  
CLOUD REVOLUTION 

           Transform Your Business With Cloud           3



           Transform Your Business With Cloud           4

This ebook is for IT leaders who want to use cloud to transform to a more 
agile, secure, digital business. 

Cloud offers a host of benefits, such as increased agility, 
faster time to market, lower costs, and tremendous 
innovation. According to the RightScale 2016 State of 
Cloud Report, 95% of respondents use some form of 
cloud services. However, many enterprises struggle to see 
ROI from cloud.  

One reason why enterprises fail to see ROI is because 
they approach Cloud without a strategy. But you can’t 
get to a new destination without a roadmap. Moving to 
Cloud just because “everyone else is doing it” won’t bring 
you business value and can even put you at risk.

In this ebook, discover:

• How to determine whether your enterprise is ready for 
a cloud Evolution, Revolution or both

• Insights from cloud visionaries from companies such as 
Microsoft, Intel, Red Hat, VMware and Oracle

• How to determine which cloud model is best for your 
business needs

• The biggest cloud myths that are holding  
enterprises back

• How to realign security in cloud

Evolution
The first path is Evolution where you slowly modernize  

your IT using a mix of both legacy and cloud technologies. 

The model you choose depends upon your  
enterprise’s needs and risk profile.

Both paths will help you become more  
agile, secure and competitive. 

REVOLUTION
The second path is Revolution, where you heavily leverage  

cloud to innovate and create new capabilities. 

EVOLUTION
The first path is Evolution, where you strategically modernize 
your IT using a mix of both legacy and cloud technologies. 

Cloud StrategyCloud Strategy

TWO PATHS TO CLOUD:



           Transform Your Business With Cloud           5

“Cloud”means different  
things to different people.

With so many definitions, it’s important to define what the word “cloud” means to different 
people within your enterprise. Get clear on what commonly used terms such as “public” 
and “private” mean within your company. Once you have a set of clear definitions, you’ll 
likely need to educate others to get everyone on the same page. 

The National Institute of Standards and Technology (NIST) defines cloud thus:

Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of 
configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned 
and released with minimal management effort or service provider interaction. This cloud model is composed of five essential 
characteristics, three service models, and four deployment models.

WHAT IS CLOUD?

Cloud Strategy
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HOW THE EXPERTS FEATURED IN THIS EBOOK  
DEFINE CLOUD

Cloud is not a single 
product, but an 
ecosystem of aligned 
parts to produce a new 
operational model.

Alan Grantham, Vice President, 

Strategic Hosting Solutions, Forsythe 

Cloud is the  
fabric of the 
future.

Albert Wolchesky,  

Senior Technology  

Evangelist, Microsoft

Cloud is a set 
of services, 
technologies, 
and tools that 
transforms the way 
you do business.

Fred Latala, Vice President, Data 

Center Solutions, Forsythe

Cloud Strategy

Cloud isn’t just about hardware and  
software, but about having the right corporate 
philosophy. A successful cloud migration 
requires a cultural shift in the enterprise. The 
first thing you must do is embrace an open 
source mindset that rewards collaboration  
and innovation. From there, you can focus  
on the technology tools that will help you 
achieve your business goals. 

E. G. Nadhan, Chief Technology Strategist,  

Central Region, Red Hat

Cloud Strategy
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WHY DO YOU NEED A 
CLOUD STRATEGY? 

by Alan Grantham, Vice President, Strategic Hosting 

Solutions, Forsythe
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Cloud Strategy

http://focus.forsythe.com/articles/515/The-Critical-Cloud-Conversations-You-Are-Not-Having-but-Should
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The first question to ask when you move to cloud is: “What business goals 
will cloud help us achieve?”

Some of the top cloud benefits include:

• Faster time to market

• Increased availability

• Improved resiliency

• The ability to quickly react to market changes 

• Enhanced mobility

• Lower costs 

• A better customer experience 

3 Key Principles of a Successful Cloud Strategy

The move to cloud is neither simple nor inexpensive, but the payoffs can be substantial, and it is vital to retaining a competitive advantage. 
Developing a solid strategy can help you mitigate risks and enhance your benefits.

Cloud Strategy

Moving to cloud without first 
understanding how it will help  
you to reach your business goals 
is like driving to a new destination 
without a GPS. You’ll likely get lost 
along the way, waste time, and 
spend too much on gas.

1
Align cloud options with your 
desired business outcomes. Public? 
Private? Hybrid? Which option gives 
you the most flexibility in how you run 
and manage your workloads?

2
Accept change. When you are aware 
of impacts and plan for them, you will 
better manage organizational change 
and avoid unnecessary churn and 
spending.

3
Avoid biting off more than you can 
chew. You can separate your move to 
cloud into different stages. Cloud isn’t 
all or nothing. 

Cloud Strategy
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5 KEYS TO A SUCCESSFUL 
CLOUD TRANSFORMATION

by Albert Wolchesky, Senior Technology Evangelist, Microsoft

1 A CLOUD ROADMAP

Understand how your application roadmap aligns 
to that of your provider. Cloud providers add 
new features and capabilities all the time. Some 
of these features may be nice to have, while 
others may be critical to your application or offer you ways to 
differentiate yourself in the market. Understanding when these 
features are available and how they align to your roadmap is an 
important aspect of planning for cloud.

2 OPPORTUNITY FOR 
INNOVATION

Cloud offers many capabilities that are either difficult 
to manage or not cost effective to run on premises. Things like 
auto-scale, web and mobile application services, data analytics, 
and containerization are just a few examples of services that 
cloud providers may offer natively and could be leveraged 
to redesign or extend the capabilities of your application. 
Incorporating these things into your application as part of your 
transition to cloud is a natural fit.

A few years ago, having a cloud strategy 
meant just moving to cloud.

Many enterprises thought they had a cloud strategy, but when 
they peeled back the layers, they saw that their strategies were 
not well defined. 

Enterprises are now developing mature cloud strategies that 
focus on the business benefits of the cloud. Here are five keys to 
a successful cloud transformation:
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Cloud Strategy

http://focus.forsythe.com/articles/535/5-Keys-to-a-Successful-Cloud-Transformation 
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To see real benefits from 
cloud, you need more than 
just technology and know-
how. You also need patience. 
It takes time to redevelop 
your applications and 
transform your IT.

Cloud Strategy

4 A CONSISTENT 
MANAGEMENT STRATEGY

Infrastructure as code is a key benefit of cloud and a way 
for organizations to differentiate themselves from their competitors. 
Use templates to declaratively define your infrastructure and bring their 
management under source code control. Many of the popular DevOps 
tools and processes that you use today are applicable in cloud and can 
accelerate adoption and speed to market.

3 PATIENCE 

When first approaching cloud, many organizations think of “lifting and shifting” their virtual machines and leveraging 
Infrastructure-as-a-Service. While this approach reduces your overall migration time and gets you to the cloud quickly, it 
could also inflate cost and miss the benefits of cloud. 

Take the time to understand your cloud platform and make informed decisions on your designs upfront. There are many low-hanging 
fruits, like resizing services, or using native cloud features rather than a third party, that could dramatically impact your initial cost and 
performance. The more time you spend upfront planning and understanding the platform, the better your experience will be.

5 A CLOUD PARTNER

Moving to cloud is moving to a new platform. It helps to have a partner who has experience with the 
platform, so you can avoid common pitfalls and take full advantage of all of the benefits that cloud has to 
offer. Your partner can help you find opportunities and acceleate your cloud revolution.

Cloud Strategy
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HOW TO GAIN CONTROL OF YOUR CLOUD COSTS

 David Carlson, Vice President, Hosting Solutions, Forsythe

While moving to cloud can bring you a number of business benefits, it may cost more 
than you had planned.

According to a cloud costs survey, 79 percent of IT decision makers said they have 
encountered $75,000 in unplanned cloud expenses over the last three years. One in five 
companies has paid $1.5 million in unplanned cloud costs.

Many of these costs stem from the lack of a cloud strategy. The key to benefiting from 
hybrid cloud — without driving up your costs — is to go in with a plan. You need a 
defined cloud strategy and an understanding of all your cloud costs before you migrate.

FIVE WAYS TO GAIN CONTROL OF YOUR CLOUD COSTS:

1. Identify your business requirements.

Look at your environment and the services that you deliver to the business. Once you 
determine and categorize your service groupings, you can do a “constraint analysis” 
around these groupings that gives you a better idea of what to place in cloud.

Then look at how mature your platforms are. For example, is the infrastructure 
supporting the application stack standardized and fully virtualized? Are you running 
any type of orchestration and/or automation tools? All of these factors can impact your 
cloud costs. Until you do an analysis to determine your risks and true costs, you can’t 
answer these questions and make decisions about cloud.

in unplanned cloud costs

$1.5 million
One in five companies has paid

in unplanned cloud expenses over the last 

$75,000 

of IT decision  
makers  
encountered79%

3 YEARS

Cloud Strategy

http://focus.forsythe.com/articles/497/The-Truth-about-Cloud-Costs-5-Things-You-Should-Know
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2. Don’t expect a tool to do it for you.

Many organizations believe that a tool will manage cloud for them, so 
they buy cool gadgets  but then don’t know what to do with them. Too 
many tools add up to a waste of money. To succeed with hybrid cloud, 
you must develop a strategy, redefine your operating and service 
management processes, and build a cloud operating model.

3. Don’t put your junk in cloud.

If you have an app that needs to be delivered on premises (e.g.  
latency or tied to legacy infrastructure), shifting it to cloud won’t  
add value.

You also can’t take traditional monolithic apps, throw them in public 
cloud infrastructure and expect them to work like Google or Netflix. 
These companies have designed their application architectures from 
the ground up to be highly available, loosely coupled, and multi-geo. 
If you don’t take the same considerations, you’ll have problems.

4. Start your cloud journey by doing a proof  
of concept for a small environment.

If you already use Software-as-a-Service (SaaS) apps such as customer 
relationship management (CRM) or email, you have already overcome 
the security, performance, and culture concerns related to moving 
workloads off premises.

Remind your executive team that you have already taken baby steps 
and achieved value from cloud. Then, look at your environment and 
recommend other applications for cloud hosting. What services can 
you move to cloud for improved efficiencies with accepted risk?

5. Compare apples to apples when it comes  
to costs.

Most cloud vendors have total cost of ownership (TCO) calculators that 
show the cost benefits of their products.

But when it comes to knowing your true costs (e.g. facility hosting, 
infrastructure, maintenance, backups, connectivity, licenses, support, 
etc.), you must do a TCO analysis.

Compare your costs to services such as Amazon and Google and see 
how they line up, apples to apples.

For example, if you buy $0.30 per central processing unit (CPU)  
per hour with Amazon, how does this cost compare with what you  
have in your current environment over the lifetime of that asset?  
Also consider your migration, monitoring, management, security,  
and auditing costs involved with migrating services to a cloud  
solution provider.

THE KEY TO  
CLOUD SUCCESS 
Moving to cloud is about determining what is best for each 
application and for the business — not about cutting costs.

The key is to have a defined, long-term cloud strategy that will 
prepare you for new development models and the software-
defined enterprise. In the future of IT, applications will no longer 
tie to a specific infrastructure and will have the flexibility to move 
between cloud environments in a federated model.  

Cloud Strategy
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Cloud Evolution and Revolution

ARE YOU GOING TO  
LEAD A CLOUD EVOLUTION  
OR REVOLUTION? 

by Etienne Gadient, Senior Director, Consulting, Forsythe
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http://focus.forsythe.com/articles/510/Digital-Transformation-Are-You-Going-to-Lead-an-IT-Evolution-or-Revolution


           Transform Your Business With Cloud           14

It’s no longer a question of if you should transform, but  
how much you should transform and how fast.

In our work with thousands of CIOs wanting to transform their IT, we typically see  
three use cases driving their transformation: 

What is your situation?

Ask yourself:

•  Is your company under attack from new 
competitors whom the market sees as 
faster and cooler? 

•  Do you have to add new or radically 
different capabilities? 

•  Do you need to act quickly to stay 
competitive, or can you take a more 
incremental approach? 

•  What is your company’s appetite for 
change? 

•  Will your current applications and services 
continue to meet the company’s needs 
two to three years from now? 

•  Is IT perceived as hurting the brand? 

•  What are your competitors doing? How 
quickly are they changing the rules to 
steal your clients?

Cloud Evolution and Revolution

USE CASE 1 
CHANGING EXPECTATIONS 

Enterprise IT struggles to keep 
up with the speed and agility 
demands of the business. A 30-day 
response time for a service request 
is no longer acceptable when the 
business wants it in 30 minutes. IT 
must transform to stay in the game.

USE CASE 2 
ORGANIZATION CHANGES  

The enterprise faces an impending 
merger and acquisition (M&A). 
What is the right way to consolidate 
two separate IT environments? 

USE CASE 3 
MARKET DISRUPTION  

A mature business is under attack 
from several emerging startups with 
a focus on doing one thing better 
than everyone else. The business is 
struggling to adapt. Scale is no longer 
an advantage over speed.
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WHY EVOLUTION?
Evolution is driven by the rule that IT must continue to work. You 
can’t just throw out your existing workflow and assets to begin 
anew. Evolving services requires a critical look at doing more with 
less, including optimizing the services and applications that you 
already deploy to improve efficiency. 

Evolution adapts applications and infrastructure to support the 
changing requirements of the business, while continuing to 
run the business. The progression of each step must function 
independently, as a minimum viable product, before you release 
the next iterative evolution.

Your best path may be an IT Evolution. 
Every business needs IT to be faster, cheaper, and more flexible. As an IT leader, you’re challenged to cut costs or create 
new value within your current business strategy. You may be successful when you optimize what you have, hire new skills, 
modernize your services, and retire legacy services. In this case, your business model and market dynamics are stable, but 
you recognize opportunity for greater speed, security, and/or accessibility.

See the progression of skateboard to automobile:  
every iteration has wheels and is functional.  

The objects never cease to work — that is evolution.

Intelligence is the 
ability to adapt 
to change.

Stephen Hawking

Evolution: The Right Way to  

Do a Minimum Viable Product

Cloud Evolution and Revolution

How not to build a minimum viable product

1 2 3 4

1 2 3 4 5

How to build a minimum viable product

1 2 3 4

1 2 3 4 5
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Chart the course
Build a practical, measurable roadmap 
to demonstrate IT’s desired capabilities

Deliver your own “_aaS” offering
Implement automation for systems and  

platforms, build in self-service workflows

Cut the app fat
Rationalize and consolidate 

application platforms

K.I.S.S.
Simplify, streamline, and standardize 

organizations, processes, and 
technologies

Pave the way
Measure and migrate workloads to 

high-efficiency platforms

Make security a VIP
Integrate security at every step, fortify 

as you go, embed security in depth

Do some housekeeping
Commoditize with third-party managed 

support and managed services

Build foundation for growth
Use a hybrid cloud strategy, simplify 

and standardize IT support

Unleash your potential
Leverage specialized staffing so your 
team can focus on core competencies

OPTIMIZE TRANSFORMUNLOCK TIME 
AND MONEY

DRIVING THE IT EVOLUTION
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WHY REVOLUTION?
IT is undergoing a Copernican Revolution: the business/end-user 
is the sun at the center of the service universe and demands a new 
paradigm of speed, agility, and response. 

To meet these demands, IT’s new role has shifted from managing 
infrastructure to managing a supply chain. With revolution, 
innovation is driven through a commodity marketplace that IT 
delivers and governs. The revolution starts with an innovative 
culture that prioritizes speed and agility.

Many IT organizations have embraced Agile philosophies of “get 
close to your customer” and “functionality over documentation.” 
They use workflows such as DevOps, standardized platforms, 
services-oriented architecture (SOA), and micro-services. 

These workflows require IT organizations to “fail fast and fail 
often,” so they can learn from their mistakes and quickly innovate. 

“Fail fast and fail often” should really mean, “fail better,” as 
experimentation is the only measurable path to success.

With these Agile-based workflows, you must rethink how you 
measure success. In the past, success meant saving a few 
percentage points on components and labor in terms of efficiency. 
Today, success is consistently metering production versus defects, 
while reducing unit costs using concepts such as Lean Six Sigma.

Welcome to the IT Revolution. 
On the other hand, your business may face fundamental changes in what clients want and how they engage with you. You may risk extinction 
from technology-based startups or digital companies with big new ideas, seemingly limitless investment, and low overhead. To compete, it’s 
vital to change the way IT does business, delivers services, and serves customers. You need a new model for this new paradigm. 

Every generation 
needs a new 
revolution.

Thomas Jefferson

Cloud Evolution and Revolution
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Cloud Evolution and Revolution

DRIVING THE IT REVOLUTION  

Create paradigm violence
Don’t just evolve, revolutionize.

Less is more
Rationalize your services. Balance  
agility with compliance & security.

Measure value from the start
Develop small wins quickly and  

tell everyone. Make heroes out of 
your partners.

Monetize agility
It’s about applications and data,  

not the infrastructure.

There are no silver bullets
People, then process, then technology. 

A tool won’t do the work for you.

Fail fast, fail often
Small fixes are better than big ones. 
Frequent course corrections drive 

improvement and success.

Workflow, not workload
Market priorities become shared 

outcomes with the business.

Innovation starts  
with a clear vision

Strategy drives iterative decisions.

Get help
Strategic partnerships can  
accelerate your success.

INDUSTRIALIZATION EFFICIENCYAGILITY

Cloud Evolution and Revolution
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EVOLUTION OR 
REVOLUTION: 
WHICH ONE IS BEST 
FOR YOUR ENTERPRISE?
IT organizations typically fall into one of three categories:  
a system integrator, a digital service provider, or a full-service  
provider of both categories. 

The question of IT Evolution 
or Revolution? is not an 
either/or question. The 
question is really, Which one 
is right for your business, 
right now?  

Cloud Evolution and Revolution

Focus Areas Application Portfolio Supported Type Architectural Focus

Evolution
Commercial third-party application  
“off-the-shelf”

Systems Integrator
•  Infrastructure Centric
•  Workloads

Revolution Custom-developed applications Digital Services Provider
•  Application & Platform Centric
•  Workflow

Both Evolution  
& Revolution

Both “off-the-shelf” and custom-developed 
applications

Portfolio Services 
Provider

•  Infrastructure & Application
•  Workload & Workflow

What Type of IT Organization Do You Have?



           Transform Your Business With Cloud           20

1. Systems Integrator  
(Evolution)

A systems integrator is dependent on third-
party application providers for software 
lifecycle services. However, you can optimize 
how your workloads run. Whether you 
deliver SaaS and/or commercial, “owned” 
applications, your opportunities for evolution 
include:

• Software-defined enterprise and 
virtualization of infrastructure services

• Application portfolio rationalization

• Data consolidation and service bus 

• Standardization of infrastructure services, 
including data protection and service 
resiliency

• Automation and orchestration 

• Improved operations management

• Improved reporting and dashboards

You can deliver these services through a 
company-owned and controlled data center; 
a third-party public cloud provider; or an 
external private cloud provider, such  
as Amazon.  

 

2. Digital Services Provider  
(Revolution)

A digital services provider facilitates 
development workflow, rather than workload 
services. Leveraging methods such as 
DevOps and Agile, this provider partners with 
developers to deliver services. If you are in 
this category, your opportunities for revolution 
start with: 

• Culture

• Continuous integration/continuous 
development workflow (DevOps)

• Micro-services architecture portfolio

• Metering and measurement framework

• Billing and reporting 

• API management and enterprise 
integration services

• Data quality 

• Tenancy model to support scale across  
IT providers

3. Full-Service IT Provider  
(Evolution and Revolution)

Full-service IT providers deliver solutions in 
both of the above areas. They are supply chain 
managers who offer a portfolio of bimodal 
solutions under a manufacturing framework.   

These providers rely on a hybrid marketplace 
that supports legacy, private cloud and public 
cloud services. A hybrid model enables 
enterprises to pick the best fit for new 
projects, applications, and service requests. IT 
serves as an inventory manager that evaluates 
each option for risk, cost, and capabilities. 

Cloud Evolution and Revolution

ARE YOU GOING 
TO LEAD A CLOUD 

EVOLUTION OR 
REVOLUTION?

to answer a few questions 
and find out. 

CLICK HERE

https://www.surveymonkey.com/r/Y5223B6
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OPEN SOURCE, OPEN MINDSET: 
4 KEYS TO CONTINUOUS 
CLOUD EVOLUTION  
AND REVOLUTION 

by E. G. Nadhan, Chief Technology Strategist, Central Region, Red Hat

Cloud Evolution and Revolution
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Slow-moving enterprises that rely on legacy technologies are 
falling behind their more agile, cloud-focused competitors.  

Just think of how cloud-based Uber came from out of nowhere 
and turned the taxi industry upside down — and it doesn’t own a 
single vehicle. Instead of owning physical equipment, Uber and 
other app-based start-ups leverage cloud-based technologies to 
enable transformation.

Today’s enterprises must adopt an entrepreneurial mindset 
to keep pace with continuous change, market trends, quickly 
launched products, and new customer demands. 

The best way for IT to transform is by 
continuously evolving to a cloud-based 
infrastructure.

Cloud Evolution and Revolution

THINK OF YOUR CLOUD MIGRATION LIKE MOVING  
TO A NEW HOUSE. 
You may start by putting new items in the house and moving your older items over after 
you’ve sorted them out. From there, your cloud “house” can slowly and steadily evolve.

           Transform Your Business With Cloud           22
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Here are four elements to a successful cloud transformation:

 

Cloud Evolution and Revolution

1 ADOPT AN OPEN – AND OPEN 
SOURCE – MINDSET. 

Enterprises that want to innovate can take a cue from open 
source developers. Open source technology enables continuous 
innovation, as it is built by a community of developers who are 
passionate about software development. In an open source 
community, developers never stop looking for ways to make their 
software better. They quickly deploy new, innovative features 
and will hold each other in check through continuous inspection. 
Their collaborative mindset leads to more effective 
technologies that are better positioned to evolve with 
emerging concepts.

2 REVITALIZE YOUR WORKFORCE.  

Cloud isn’t just about hardware and software, but about having the 
right people.

It’s vital to hire employees with a new style of thinking and to train 
those who don’t. Today’s IT pros need the soft skills of collaborating 
to solve business problems along with the ability to innovate with new 
technologies.

Many IT pros worry that cloud will eliminate their jobs. However, you 
don’t need to dispense with your long-term employees when you use 
cloud vendors or bring in millenials. You still need people who can 
manage your legacy technologies, as some applications may perform 
better in legacy environments. But you may need to encourage your 
current employees to think differently and use new approaches as you 
bring in cloud technologies.

3 ESTABLISH CLOUD 
GOVERNANCE.

Cloud governance doesn’t just apply to your on-premises data. 
To ensure that your data remains compliant and secure, you must 
extend your governance to all of your third-party providers. 

Cloud governance is about defining and refining your policies 
and informational standards, as well as determining how to 
enforce them. How will you keep your data protected as it moves 
between data centers and clouds?

It’s important to put the appropriate governance mechanisms in 
place before you migrate components to cloud. Planning your 
governance in advance will simplify your cloud management.

4 KNOW THAT IT’S OK TO FAIL.

It used to take 1.5 years to build and deploy a new app. But times have 
changed. Businesses are now under pressure to push out services faster 
and deploy an app in 1.5 weeks. Businesses with start-up mindsets will 
push out apps in just one day. 

Providing services this quickly requires you to experiment and take 
risks. Only by failing can you fine-tune your processes and improve your 
services. You must adopt a “fail fast” culture that allows you to learn 
from your mistakes, innovate, and drive business value. 
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An open, collaborative eco-system is  

lighter fluid for innovation.
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Adam has 30 days to deliver an app and bring his bank into the 21st century.

Cloud Evolution and Revolution

EVOLUTION AND REVOLUTION CASE STUDY  

THE CHALLENGE: 30 DAYS?

Adam is the Director of Infrastructure for Bank of Reputation —
which still runs with 9-to-5 banking hours and tellers who know you 
by name. But the bank feels the heat of mobile 24/7 “wherever, 
whenever” banking.

Adam knows that if it doesn’t offer what the competition is offering, 
the bank might go extinct.

The board knows this too — so they approve a new mobile banking 
application and it’s to be delivered in — “Only thirty days?” Adam 
coughs.

THE CONUNDRUM: EITHER/OR?

For years, Adam provided a low-cost, stable and secure IT 
infrastructure that relied on a chain of service requests that 
changed many hands. But now, developing a new app at lightning 
speed will break every step in his slow, but stable, process.

“No problem,” says Devon, the lead developer, “I’ll just do it 
myself on Amazon.”

Of course Devon wants to go rogue, making Adam and the IT 
department irrelevant. 

However, enabling Devon to develop the app in house calls for 
automating the entire process, which will take much longer than  
30 days.

Adam paces in his office, clenching and unclenching a stress 
ball: EITHER he delivers the app in 30 days by breaking his own 
processes, OR he modernizes the IT department by implementing 
DevOps Continuous Integration Continuous Delivery (CICD).  But 
this will take six months — not 30 days.

How can Adam deliver a win to the business and save his IT team?

THE BREAK THROUGH: YES, AND!

Adam spots a photo of his daughter taken at improv camp. He 
remembers her description of a game at camp called “Yes, And!” In 
the game, each person takes a turn inventing a scenario like, “Here 
comes the circus!” The next player adds to the improvisations with 
“yes, and.” 

That’s it! Adam doesn’t have an either/or situation, but a “Yes, 
And!” He can deliver the app in 30 days AND fix his IT process to 
enable future needs. 

Even if the second part takes six months, it will radically shift his IT 
paradigm. If Adam successfully builds a new environment, they will 
no longer get service requests. Developers can automatically build, 
test and destroy environments 10 times a day.

THE SOLUTION: EVOLUTION AND REVOLUTION

Adam runs parallel projects called the Tortoise and the Hare. 
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A

EVOLUTION AND REVOLUTION  

Adam not only delivers the app in 30 days, Adam has also recalibrated IT to respond  
to the business’s future needs and demands in an agile, secure, digital environment.

Adam has 30 days to deliver an app and bring his bank into the 21st century.

BIG WIN for the business. Big win for IT. Big win for ADAM.

Deliver the app in 30 days by 
breaking his own processes.

Deliver the app in 30 days.

Project Hare will require giving the lead developer 
very special circumstances, like eliminating all hand-
offs. Instead, the lead developer will work directly 
with the team’s sharpest engineer and together, 
they will hand walk the app through development 
in order to meet the 30-day deadline. 

Change the paradigm of IT

Meanwhile, Project Tortoise requires outside 
help and expertise. Adam hires someone who 
has walked this walk before, a consultant or 
concierge like Wise Advisor, Inc, and knows 
how to transform IT to enable a secure, 
digital, agile business.

Modernize his IT dept. by  
implementing Dev Ops CICD  

capabilities over a six-month timespan.

Either Or

PROJECT HARE 
(REVOLUTION)

PROJECT TORTOISE 
(EVOLUTION)

YES, and!

Cloud Evolution and RevolutionCloud Evolution and Revolution
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WHY A SUCCESSFUL 
MOVE TO CLOUD 
BRIDGES THE OLD 
WITH THE NEW 

by Chris Wolf, VP and CTO, Americas, VMware

Public, Private and Hybrid Cloud

           Transform Your Business With Cloud           27

http://focus.forsythe.com/articles/533/Why-a-Successful-Move-to-Cloud-Bridges-the-Old-with-the-New 


           Transform Your Business With Cloud           28

Public, Private and Hybrid Cloud

A few years ago, IT organizations thought 
that they needed to separate their old 
and new technologies as they embraced 
cloud. But this thinking is problematic, as 
cloud apps often have dependencies on 
traditional backend systems.

For example, Wal-Mart recently combined its e-commerce 
and traditional IT teams because it realized the technical and 
strategic importance of both teams working together. 

Bridging the old and the new offers many advantages, such 
as the ability to cut back on your tools when you provide 
business services. This reduces your complexity while 
lowering your capital and operational costs.

Flexibility separates 
the winners from 
the losers.

Here are three keys to successfully combining the old 
with the new:

1 LET GO OF OLD IDEAS.

Just because you’ve “always done it this way” doesn’t mean you should 
keep doing it. Thriving in this digital business era involves letting go of 
dated ideas that hold your IT organization back.

For example, we now live in a DevOps world where developers quickly 
write code and launch new services. To do this, they need IT services that 
are highly available, agile, and scalable. 

The services must easily integrate with their platforms of choice via native 
or open source APIs. 

IT operations must give developers what they need to support the 
business – even if this means letting go of the need to architect and build 
custom infrastructure solutions. 

If your current services don’t give you a competitive advantage, you can 
embrace hyperconverged solutions. 

Doing this will give you more time for innovation and differentiation, as 
you’ll spend less time building and maintaining infrastructure. 

As you move forward with these changes, you may have a hard time 
getting teams on board. Many people fear that cloud and IT automation 
will automate them out of a job. CIOs and IT leaders must show team 
members how their career paths will be even more exciting going forward. 



           Transform Your Business With Cloud           29

Many people fear that cloud 
and IT automation will 
automate them out of a job. 
CIOs and IT leaders must 
show team members how 
their career paths will be even 
more exciting going forward. 

Public, Private and Hybrid Cloud

2 APPOINT A CLOUD ARCHITECT. 

Traditional IT is about bottom-up architecture and consensus 
building. 

The problem with this is that each team looks at things through 
their own skill sets and aims to preserve their roles. This can cause 
IT organizations to lag behind. For example, they may bring 
in legacy solutions that aren’t optimized for cloud when they 
should look for new, agile, and cost-efficient ways to solve their 
challenges.

Successful organizations appoint a cloud architect to oversee 
their cloud transformation. The cloud architect builds a multi-
disciplinary team with skills in areas such as virtualization, security, 
networking, storage, data management, application architecture, 
and enterprise management. The team makes joint decisions on 
new standards and architectural models.

The cloud architect and team are charged with moving the 
business forward. If other teams don’t get on board, the cloud 
team should refuse to let legacy architectures and dated mindsets 
hold the business back. This may lead to racking and stacking new 
solutions and integrating them with legacy solutions, rather than 
allowing the legacy equipment to dictate the architecture. 

The cloud architect may not be the most popular person in the 
organization, as they will push people out of their comfort zones. 
They may also choose new vendors over preferred vendors, which 
can cause friction. But since the cloud architect is charged with 
transforming the organization, he or she must do things differently. 

3 PUT FLEXIBILITY FIRST.

Flexibility separates the winners from the losers.

Look for a cloud platform that allows you to leverage your existing 
investments while gaining the ability to run any app  
in cloud. 

You also need the flexibility to change your mind as your needs 
evolve. In the past, you would make a request and wait for the 
budget. Once you received the budget, you had to go through 
with the project – even if your needs changed. Your cloud 
technology should give you the option to adjust a plan or project 
– or terminate it – as market dynamics dictate. The solution should 
offer you flexibility, so that if one provider or solution doesn’t meet 
your needs, you can still preserve the investments that you’ve 
already made as you go in another direction.  
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The cloud architect may not be the most 
popular person in the organization, 

as they will push people out of 
their comfort zones.

Public, Private and Hybrid CloudPublic, Private and Hybrid Cloud
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HOW TO TAKE THE CHAOS 
OUT OF CLOUD

by Bill Nesheim, VP, Solaris Platform Engineering, Oracle

Public, Private and Hybrid Cloud
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http://focus.forsythe.com/articles/532/How-to-Take-the-Chaos-Out-of-Cloud
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PUBLIC… PRIVATE… HYBRID…
You have plenty of choices when it comes to cloud vendors and delivery models. Weeding through all of 
your options can be overwhelming.

Below are Some Pros and Cons for Each Model

• With public cloud, you benefit from shared infrastructure and the 
associated economies of scale. Public cloud often offers low-cost, 
broad accessibility and operational efficiencies. However, these 
benefits can be a double-edged sword if they pose service level 
and security challenges. And beware of creating service “islands” 
by moving individual services to cloud without considering their 
integration across your enterprise.

• Private cloud addresses many of the challenges of data locality 
and privacy. It gives you more control over your infrastructure and 
your data, as well as facilitates data sharing between services. 
However, you may not gain as much efficiency with a private 
cloud. Private cloud can be extremely cost effective – but only 
if your infrastructure is well utilized. You’ll also lose some of the 
operational efficiencies of cloud when you build custom solutions 
on premises.

• Hybrid cloud can be the best and worst of both worlds. It 
gives you control where you need it and flexibility over your 
infrastructure, which can lead to greater agility and cost savings. 
But it can also pose challenges with data and application 
integration, as many on-premises private cloud technologies and 
public cloud services are not compatible. 

The Key to Simplifying Cloud

To overcome cloud challenges, look for a vendor that offers consistent 
interfaces and common hardware and software technology, both 

on premises and in cloud. They should have a broad portfolio of 
technology that makes the most of your data and applications, 
delivering new insights to your business through analytics.

Common technology simplifies your IT operations and lowers your 
costs while enabling you to quickly take advantage of new and 
innovative cloud services. They also let you easily migrate workloads 
from one area to the other as your ideal cloud mix changes over time. 

Another advantage of using common technologies both on premises 
and in cloud is that your IT staff won’t have a huge learning curve. 
Consider obtaining “cloud insurance” by migrating your existing 
on-premises workloads to platforms from vendors with corresponding 
cloud offerings. Look for a vendor that lets you use common 
management tools both on premises and in cloud.  

You Don’t Need to Reinvent the Wheel

Many enterprises make cloud more complicated than it needs to be.

To quickly gain benefits from cloud, focus on simplicity.  For most 
businesses, transitioning entirely to cloud won’t be an option for a 
long time, if ever. When you plan for a transition, recognize that you 
will have a mix of on-premises and cloud services for many years 
to come. You don’t need to undertake yet another rip-and-replace 
cycle. Look for cloud services that integrate easily with your existing IT 
services and support common technologies both on premises and  
in cloud.

Public, Private and Hybrid CloudPublic, Private and Hybrid Cloud
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Public, Private and Hybrid Cloud

THE 7 BIGGEST 
CLOUD MYTHS

by William Giard, Principal Engineer, Intel 

Julie Moore, Program Director, Intel
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http://focus.forsythe.com/articles/534/The-7-Biggest-Cloud-Myths
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Public, Private and Hybrid Cloud

While cloud technology offers compelling benefits, it also comes with 
misconceptions that can hinder sound decision making. Below are the top 
seven cloud myths that hold some enterprises back:

1 “Cloud” means public.

Many people hear the word “cloud” and think of public cloud 
services such as those provided by Amazon, Microsoft, and Google.  

Actually, cloud is an architecture that can be implemented at a local 
company, through a hosted provider, or in a public domain. It’s often 
a mix of the three: allowing enterprises to combine legacy, public 
cloud, and private cloud services. 

 

2 It’s hard to achieve cost savings with  
private cloud.

Many enterprises assume that private clouds will drive up their costs 
over time. However, you can achieve cost savings when moving to 
private clouds. In particular, private clouds may lower your CAPEX 
through improved resource utilization and reduce OPEX through 
better management of those resources.

At Intel, we have gained major benefits by adopting private cloud 
technologies, including up to twice the savings of some public 
cloud offerings. Standardizing our internal cloud services has also 
allowed us to reduce our infrastructure engineering resources used 
for patching and compliance (see paper “Utilizing PaaS for Business 
Agility and IT Efficiency”).

3 Cloud technologies will automatically improve 
application availability.  

Two of the biggest benefits of cloud technology are improved 
availability and reliability. This is true for those applications designed 
for cloud. But for most applications, you won’t see these benefits out-
of-the-box. Regardless of whether you use private or public clouds, 
you will need to refactor code and address issues.   

Cloud isn’t just something to 
check off your to-do list.

Perhaps the biggest myth 
of them all is that moving 
to cloud is “just another IT 
initiative.” 

http://www.intel.com/content/dam/www/public/us/en/documents/best-practices/utilizing-paas-for-business-agility-and-it-efficiency-paper.pdf
http://www.intel.com/content/dam/www/public/us/en/documents/best-practices/utilizing-paas-for-business-agility-and-it-efficiency-paper.pdf
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4 Moving to cloud 
technologies is complex.

You’ve probably heard horror stories 
from early adopters when they moved to 
cloud technologies. Just a few years ago, 
many cloud technologies were unproven 
and enterprises had to figure everything 
out on their own. This caused a lot of 
implementation nightmares. 

Fortunately, implementing cloud technologies 
is much easier now. Not only has the 
technology significantly improved, but 
enterprises can get support from professional 
services teams. Cloud training for developers 
and operations engineers is broadly available. 

5 Cloud isn’t secure. 

With breaches on the rise, it’s not surprising 
that security is one of the top growth areas 
in enterprise IT investments. Yet cloud offers 
security benefits that aren’t available with 
traditional infrastructures. Please see section 4 
in this ebook for in-depth coverage of security 
in cloud. 

6 The infrastructure team is 
responsible for cloud strategy.

Because cloud impacts the entire enterprise, 
no single team should bear all the 
responsibility for it.  

For example, an infrastructure team may 
push a cloud strategy without engaging the 
application team. Then, cloud strategy may 
fail if the application team doesn’t feel their 
needs were taken into consideration. 

In general, application teams want cloud to 
improve their time to market and agility, as 
well as reduce their interactions with other 
teams during the release process (i.e., “self-
service”). Meanwhile, infrastructure teams use 
cloud to pursue greater human resource and 
capacity efficiency, as well as increase security 
controls.

Partnering with the application teams will 
drive demand and boost cloud adoption. 

7 You must put everything in 
public cloud.

Many enterprises assess that their apps aren’t 
compatible with public cloud, so they avoid 
making the move. By maintaining the status 
quo in today’s business markets, you will slip 
behind your competitors. 

The good news is you don’t need to 
revolutionize your IT organization on Day 
One. You can still achieve cloud benefits 
when you start small.

Begin by using diagnostic tools to identify 
who accesses your information and which 
apps they use. Then, look for opportunities 
to give them a better and more secure 
experience. 

From there, identify which applications are 
good cloud candidates. Will offloading your 
traditional apps to cloud free up your internal 
resources and give you better functionality? 
Does it make more sense to buy or build your 
cloud services?

Start with one application and move more 
to public or private cloud infrastructure over 
time. Even a slow evolution will improve your 
efficiencies and enable innovation. 

DON’T TREAT CLOUD AS AN 
INITIATIVE TO PURSUE, BUT 
AS AN ENABLER FOR NEW 
BUSINESS STRATEGIES.
When you move to cloud 
technologies, think about the 
long-term business benefits that 
you can gain, such as unleashed 
innovation and faster time to 
market. Then, you will achieve 
real, long-lasting results. 
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When it comes to public versus private clouds, the IT world has spoken: private cloud usually comes first. Private 

adoption rates have grown to almost double those of public clouds, with most leveraging open source software.

According to the RightScale State of Cloud Survey, 31 percent of 
enterprises run more than 1,000 virtual machines (VMs) in the private 
cloud, compared with 17 percent of enterprises that run the same 
number of VMs in the public cloud.

When deploying private clouds, you should also consider using open 
source. The RightScale survey found that 19 percent of enterprises with 
private clouds run OpenStack — a six percent increase from last year.

Open source provides enterprises with the following benefits:

• Freedom. “Free software” does not mean free in a monetary sense, 
but the freedom to run, use and modify the software. As Richard 
Stallman described when founding the Free Software Foundation 
in 1985: “this is a matter of freedom, not price, so think of ‘free 
speech,’ not ‘free beer’.” While you must pay for many open 
sourceprograms, you gain other freedoms. For example, you have 
the freedom to access and change the code.

• Faster innovation. The open source community consists of 
thousands of developers who are so passionate about the model 
that they code for fun. When they see something that can be 

improved upon to better meet the market’s needs, they improve it. 
This spirit of community and collaboration equals faster innovation 
and a great user experience. 

• High-quality software. Some people think that open source is of a 
lesser quality than proprietary software, but this isn’t the case. Open 
source is just as good as commercial software. Its developers often 
release new features faster than users can ask for them, making it 
seem like the software automatically adjusts to meet your needs.   

• Lower costs. Open source resellers don’t have the overhead of 
building software in house. Instead, they create enterprise-ready 
packages that include both the open source software and support. 
When you buy from them, you can reduce your software and 
licensing costs.

• Influence over code. Open source developers make their code 
transparent, so you can see exactly what you’re getting and  
change anything you don’t like. You can also add custom features 
to better meet your needs. With open source, you can keep your 
custom features to yourself or share them with the community to  
be built upon.

THE NEW OPEN SOURCE, FAST PATH TO THE PRIVATE CLOUD

by Ron Jackson, Practice Manager, Forsythe

http://focus.forsythe.com/articles/505/The-New-Open-Source-Fast-Path-to-the-Private-Cloud
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SECURITY IN CLOUD:  
KEY CONSIDERATIONS  
& TOOLS

by David O’Leary, Director, and Jose Ferreira, Security  

Strategist, Forsythe

Rethinking Security in Cloud
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Rethinking Security in Cloud

The shared nature of public cloud — where multiple organizations may use the same resources — 
requires IT security teams to acknowledge that they aren’t always in control of their resources. Public 
cloud security concerns range from vulnerabilities and abuse of cloud services all the way to malware 
injection and data breaches.

However, cloud computing is not essentially insecure; 
it just needs to be managed in a secure way. 

All Models are not Secured Equally

Cloud computing is highly distributed and fluid, with 
applications and user accounts constantly shifting 
within data centers, hybrid clouds, and public cloud 
services. Therefore, cloud requires a new approach 
to security — one that has less of a perimeter to 
guard and more of a premium on data security, risk, 
monitoring, and audits. 

Develop a clear understanding of your cloud service 
models, because security issues vary depending on 
which ones you use. To the right is an image that 
shows the differences between cloud service models:

Securing sensitive data in cloud 
is a constant challenge. 
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INFRASTRUCTURE 
AS A SERVICE
(IaaS)
When you use a virtualized environment, 
not all of your resources will be under 
your direct control. Weaknesses in your 
provider’s security can have a dramatic 
impact on your own security posture. 

The security concerns around IaaS are 
similar to those of a traditional, corporate 
data center. They include:

• Protecting sensitive data and  
intellectual property

• Standardizing identity management 
procedures across on-premise and  
cloud providers

• Ensuring compliance standards are 
evaluated and met

• Auditing cloud provider to meet 
compliance requirements

• Addressing how virtual machines are 
created, configured, secured, and 
spun down, which can help you avoid 
uncontrolled and unsecured images

SOFTWARE 
AS A SERVICE
(SaaS)
SaaS security concerns focus on  
managing access to applications 
and minimizing risks to data. 
Organizations need insight into which 
applications — both sanctioned and 
unsanctioned — are in use across the 
organization, and their associated 
risks. Since cloud applications 
typically have different administrative 
user interfaces (UIs), with different 
features and capabilities, it is 
important to be able to manage 
and enforce security policies across 
disparate applications.

• IAM controls, such as single  
sign-on and federation

• Cloud access security brokers

• Data protection controls, such  
as data loss prevention (DLP)  
and encryption

• Access policies

Rethinking Security in Cloud

PLATFORM 
AS A SERVICE
(PaaS)
Since PaaS is based on using shared 
resources (such as hardware, network, 
and security provisions), security  
concerns around this model focus  
on data protection. 

An important element to consider 
with PaaS is the possibility of a cloud 
provider outage. Your security plans 
should allow you to load balance across 
regional zones or providers to ensure 
failover in case of an outage. 

Additional considerations include:

• Encrypting data

• Securing applications and  
configurations

• Monitoring access and usage 

• Understanding regulatory issues  
in different regions
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KEY SECURITY CONTROLS 

Your security controls need enhanced flexibility to meet the challenges of cloud.  
Here are some tools that can help you securely use cloud, mapped to cloud models:

HOST 
IaaSInfrastructure- 

as-a-Service

BUILD 
PaaS Platform- 

as-a-Service

CONSUME 
SaaS Software- 

as-a-Service

Identity & Access Management (IAM)
Identity and access management tools help organizations grant and control access to cloud-based 
resources, ensuring that the right individuals have access to the right resources at the right times. Five 
key components of identity management include provisioning, access management, governance and 
recertification, federated identities/single sign-on, and privileged user management. Cloud security 
efforts should include a special focus on privileged users, as well as federation and single sign-on 
capabilities. The ability to standardize on credentials and roles, and quickly deprovision access is key 
to minimizing security risks in cloud.

Data Protection Solutions
At a minimum, all data stored in the cloud should be encrypted. While many of the SaaS and PaaS 
vendors provide some level of encryption, they also maintain and store the encryption keys, which 
presents a risk. Organizations should therefore consider the use of third-party encryption solutions 
that can work across key SaaS and PaaS vendors to encrypt data while leaving the management 
and control of the encryption keys to the organization. Organizations should also leverage a CASB 
or deploy/expand on their DLP solution to handle monitoring and alerting related to sensitive data 
being accessed and copied/moved/deleted to and from the cloud. 

Cloud Access Security Broker (CASB)
CASBs are policy enforcement points that sit between an organization’s on-premises infrastructure 
and a cloud provider’s infrastructure. They act as gatekeepers, interposing enterprise security 
policies as cloud-based resources are accessed. CASBs leverage multiple types of security policy 
enforcement; sample policies include authentication, single sign-on, authorization, credential 
mapping, device profiling, encryption, tokenization, DLP, logging, alerting, malware protection, etc.

Virtual Workload Protection
A “workload” can be broadly defined as “the total requests made by the users and applications of 
a system.” For IaaS deployments such as AWS, it is key to be able to secure the virtual workloads 
as if they were stored on premise. The types of controls that should be considered to protect 
organizational workloads within IaaS deployments include, but are not limited to next-generation 
firewalls (NGFW), microsegmentation, server anti-malware, log management/security information 
event management (SIEM), and security orchestration.
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Think Programmatically 

Successfully adapting traditional security tools, 
while also implementing new cloud security tools, 
requires a strategy. Taking a programmatic approach 
prepares your organization to leverage cloud 
securely and efficiently. 

Perform a comprehensive risk analysis to establish 
the security requirements for all of your impacted 
data, processes, and applications before you 
migrate to a cloud solution. It’s also important to 
develop your security architecture, design, and 
policies before you migrate to cloud.

CLOUD SECURITY 
RESOURCES 
The non profit Cloud Security Alliance offers 
research, education, certification, and events 
that can help you develop a roadmap for 
adopting cloud safely.  

The National Institute of Standards and 
Technology (NIST) has developed a Risk 
Management Framework for applications 
and services migrated to cloud. It considers 
your risk tolerance and data sensitivity.
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10 KEYS TO   
DATA-CENTRIC SECURITY  

by David O’Leary, Director, and Jose Ferreira, Security 

Strategist, Forsythe

Rethinking Security in Cloud

http://focus.forsythe.com/articles/512/10-Keys-to-Data-Centric-Security
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A comprehensive data-centric security strategy 
includes the following 10 key elements:  

1 Data Discovery 

The Ponemon Institute’s State of Data Security Intelligence report 
found that 64 percent of companies don’t know where their sensitive 
information is located. Data discovery tools give you visibility into 
the location, volume, context, and risk associated with the sensitive 
unstructured data across your enterprise — both on premise and  
in cloud. 

2 Data Classification 

Data classification policies and tools separate valuable information 
that may be targeted from less valuable data. They divide 
information into groups that share a common risk and detail the 
controls that are required to secure each group type. 

3 Data Tagging and Watermarking 

Data tagging ensures that data can be found quickly and efficiently. 
Data is “tagged” to reflect its security classification and other 
associated information.

Data watermarking allows you to apply classification labels  
and visual markings on email and documents to clearly identify 
sensitive information. 

ALMOST EVERY DAY, A NEW SECURITY BREACH MAKES  
THE HEADLINES. 

From small businesses to the NSA, no organization is immune from cyber attacks. Even organizations 
with mature security programs can be breached. The threat landscape is increasingly dangerous, while 
new technologies distribute sensitive data farther across locations, devices, and repositories. 

In the past, organizations based their defenses on traditional network and host-based controls like perimeter firewalls and anti-virus software, but 
IT security practices are in the midst of a major transition. 

Rethinking Security in Cloud

THE SHIFT TO DATA-CENTRIC SECURITY
It is no longer enough to focus our efforts on networks and 
endpoints. As IT changes continue to occur, organizations 
need to keep pace and advance their security by focusing 
on the data itself through the development of a data-centric 
security program. 

PROTECTING YOUR CROWN JEWELS
In today’s threat landscape, traditional approaches to 
securing data fall short. To protect data from targeted 
attacks, shift your focus from securing networks, applications, 
and endpoints to identifying and securing your “crown 
jewel” data. The development of a comprehensive data-
centric security program can position your organization to 
protect what matters most.
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4 Data Loss Prevention (DLP) 

DLP provides a centralized management framework that  
detects and prevents the unauthorized use and transmission of 
sensitive information. When properly deployed, DLP protects against 
mistakes that lead to data loss, intentional misuse by insiders, and 
external attacks.

5 Data Visibility 

Data visibility allows you to monitor how others access your structured 
and unstructured data. It provides a point of validation for company 
and regulatory compliance, as well as facilitates the identification of 
policy violations. 

6 Encryption Strategies 

Encryption protects data by rendering it useless in the event of a 
breach. An end-to-end encryption strategy can be invaluable in the 
effort to combat targeted attacks and maintain regulatory compliance.

7 Enhanced Gateway Controls 

Enhanced gateway controls reinforce your perimeter defenses and 
create additional layers of continuous data protection. Examples 
include next-generation firewalls (NGFW), secure web gateways and 
SSL decryption.

8 Identity Management 

Identity and access management (IAM) protects data by ensuring that 
only the right people have access to the right information at the right 
time and for the right reasons. They include access management, 
governance and recertification; federated identities/single sign-on; and 
privileged user management.

9 Cloud Access 

Cloud access security brokers (CASBs) provide better access control, 
authentication, and analysis of SaaS data and user activity. They  
protect SaaS applications and can orchestrate security across multiple 
cloud solutions. 

10 Continuous Education 

Humans are the weakest link in any data protection strategy. 
Many targeted attacks take the form of emails that leverage social 
engineering to trick users into clicking a malicious link or file. In its  
2015 Data Breach Investigations Report, Verizon found that it takes  
an average of just 82 seconds before a phishing campaign gets its  
first click.

You can reduce successful phishing attacks and malware infections 
by continually educating employees — especially those with access 
to critical intellectual property — about the threat to their company, 
personal information and livelihood.

Gartner predicts that by 2020, 85 percent of large enterprises will use a cloud access security broker product 
for their cloud services, which is up from fewer than 5 percent today. 
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Are You Ready to 
Transform Your Business 
With Cloud?
Whether you want to lead an IT Revolution or Evolution, Forsythe can help. We make IT happen by 
giving you a step-by-step roadmap to cloud, along with all of the data center and integration services 
that you need to transform your business. 

Contact Us to Start Your Transformation Today 

1-800-843-4488 or info@forsythe.com

Appendix

For More In-depth Coverage of Cloud, go to:

http://focus.forsythe.com

mailto:info%40forsythe.com?subject=Transform%20Your%20Business%20with%20Cloud
http://focus.forsythe.com
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CIO.com, “Open Source Code Contains Fewer Defects, But There’s a Catch” (2014)

CNBC.com, “VTech Hack: Data of 6.4M Kids Exposed”

CNN.com, “Target Settles for $39 million over Data Breach”

Forbes, “Cloud Computing Adoption Continues Accelerating In The Enterprise”

FOCUS Magazine, Forsythe

Gartner, “How to Evaluate and Operate a Cloud Access Security Broker”

Gartner, “Market Guide for Cloud Access Security Brokers”

InfoSec Institute, “Hackers Selling Healthcare Data in Black Market”

Intel, “Utilizing PaaS for Business Agility and IT Efficiency”

National Institute of Standards and Technology (NIST), “Final Version of NIST Cloud Computing Definition Published”

Ponemon Institute, “2015 State of Data Security Intelligence Report”

Radius, “Software-Defined Shifts: The Evolution of IT Career Paths”

RightScale, “2016 State of Cloud Survey”

Statistica, “Public cloud Infrastructure as a Service (IaaS) hardware and software spending from 2015 to 2026, by segment (in billion U.S. dollars)”

Sungard AS, “Unexpected Cloud Spend Spurs Hangover for IT Leaders”

The Verge, “The Ashley Madison Hack: Everything You Need to Know”

Verizon, “2015 Data Breach Investigations Report”

Wall Street Journal, “Wal-Mart Combines Corporate IT and E-Commerce Technology Groups”
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http://www.forbes.com/sites/louiscolumbus/2014/11/22/cloud-computing-adoption-continues-accelerating-in-the-enterprise/#40924d985feb
http://focus.forsythe.com
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http://www.vmware.com/radius/software-defined-shifts-evolution-career-paths/
http://www.rightscale.com/blog/cloud-industry-insights/cloud-computing-trends-2016-state-cloud-survey
https://www.statista.com/statistics/507952/worldwide-public-cloud-infrastructure-hardware-and-software-spending-by-segment/
http://www.sungardas.com/company/news/PressReleases/Pages/Unexpected-Cloud-Spend-Spurs-Hangover-for-IT-Leaders.aspx
http://www.theverge.com/2015/8/19/9178965/ashley-madison-hacked-news-data-names-list
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David Carlson, Vice 

President, Hosting 

Solutions, Forsythe

David Carlson has more 
than 20 years of experience 

working with clients and promoting emerging 
solutions for IT and managed hosting providers 
across the infrastructure, telecommunications, 
and security segments. In his current role, David 
is leading the business development and sales 
efforts, working across the organization to define 
new managed hosting services. 

www.linkedin.com/in/davidcarlson88

Jose Ferreira, Security 

Solution Architect, 

Forsythe

Jose Ferreira’s expertise 
includes compliance, security 

architecture and vulnerability assessment, policy 
development, incident response, awareness 
and training programs, data security, perimeter 
security, advanced persistent threats, mobile 
security and securing virtualized environments.

www.linkedin.com/in/jose-ferreira-a99b011

Etienne Gadient, Director, 

Data Center Solutions, 

Forsythe

At Forsythe, Etienne Gadient 
helps companies with their 

journey toward a hybrid data center, a technology 
strategy driven by application and workload 
placement. He brings together Forsythe’s multi-
practice solutions to help clients with their private 
and public cloud capabilities.

www.linkedin.com/in/etiennegadient

William Giard, Principal 

Engineer, Intel’s Data 

Center Group

William Giard has over 
20 years of experience 

in designing enterprise architectures and 
developing software solutions to support mission 
critical systems across supply-chain, product 
development, and enterprise infrastructure 
segments.  Prior to joining DCG he led the 
software development efforts within Intel IT 
to modernize the application and computing 
environment, delivering secure and usable 
solutions across multiple client computing 
platforms utilizing cloud technologies to enable 
new business models. 

www.linkedin.com/in/william-giard

Alan Grantham, Vice 

President, Strategic 

Hosting Solutions, 

Forsythe

Alan Grantham works with 
large organizations to design and implement 
cloud and technology solutions that add business 
value. Alan is currently responsible for a Forsythe 
Hosting Solutions team that leads all design and 
architecture.

www.linkedin.com/in/ahgrantham

Ron Jackson, Practice 

Manager, Forsythe

Jackson has more than 20 
years of experience in the 
technology industry. Utilizing 

his industry insight, consulting skills and technical 
knowledge, Jackson has become a trusted advisor 
for Forsythe clients.

www.linkedin.com/in/wanman
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Julie Moore, Strategy 

& Execution Program 

Director, Intel’s Data 

Center Group

 With over 20 years in various 
product development and IT roles, Julie Moore 
has an extensive background in business strategy, 
plans and proposal development; large-scale, 
multi-year plan development and execution; 
leading business transformations and cultural 
shifts; and, stakeholder management.  

www.linkedin.com/in/julieamoore?trk=pub-pbmap

E.G. Nadhan, Chief 

Technology Strategist, 

Central Region Red Hat

With over 25 years of 
experience in the IT industry 

selling, delivering and managing enterprise 
solutions for global enterprises, E.G. Nadhan 
is the Chief Technology Strategist at Red Hat 
(Central Region) working with the executive 
leadership of enterprises to innovatively drive 
Cloud Transformation with Open Source 
technologies and DevOps. Nadhan also  
provides thought leadership on various  
concepts including Big Data, Analytics and  
the Internet of Things (IoT). 

www.linkedin.com/in/egnadhan

Bill Nesheim, Vice 

President, System 

Software Engineering, 

Oracle

Bill Nesheim and his team 
are responsible for the design, development, 
and delivery of Oracle Solaris and other system 
software foundations for Oracle servers and 
engineered systems including those based on the 
SPARC M7 and S7 microprocessors with Software 
in Silicon technology. He joined Oracle as part 
of the Sun acquisition in 2010, and has built his 
career around engineering innovation at the 
boundary between hardware and software.

www.linkedin.com/in/billnesheim

David O’Leary, Director, 

Security Solutions, 

Forsythe

David O’Leary is responsible 
for designing and 

implementing security solutions for Forsythe’s 
clients. He has more than 22 years of experience 
in technology, designing and implementing 
large-scale infrastructure projects for multinational 
organizations. He has extensive experience 
directing and managing various network and 
security engineering teams, including working 
in the enterprise space for nationally known 
companies across multiple industries.

www.linkedin.com/in/davidolearyforsythe

Albert Wolchesky, Senior 

Technology Evangelist, 

Microsoft

In his current role, Albert 
Wolchesky is responsible for 

helping Managed ISV Partners migrate and build 
their solutions in cloud. Albert joined Microsoft 
in 2006 and has a long history helping Microsoft 
customers design and innovate their data center 
solutions. Prior to joining DX, Albert was a Premier 
Field Engineer and Datacenter Architect in the 
Atlanta Microsoft Technology Center (MTC). 

www.linkedin.com/in/albert-wolchesky-6784161

Chris Wolf, Vice President 

and Chief Technology 

Officer, VMware, 

Americas

Chris Wolf serves as a partner 
and trusted adviser to VMware’s customers in 
the Americas, and collaborates with the IT and 
business community at large on cloud, mobile, 
virtualization and data center modernization 
strategies. Chris and his peers in the Office of the 
CTO work closely with VMware’s product teams to 
ensure that VMware’s future innovations align with 
essential market needs.

www.linkedin.com/in/chriswolf2 
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